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Network attacks are becoming increasingly frequent. Attacks such as Denial T ——
of Service, Distributed Denial of Service and Worms cause network Dat oo 1 By | .. e st pae T T
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Our research focuses on automating the process of network signal anomaly Y 13 Model Equations el
detection. We define an anomaly as an unexpected occurrence. This = AlgI¥t) = Bigltte) + e,
definition by its very nature contains an aspect of expectation. Therefore, our o S0 oo 0 Ma = 5T T ekl 0 it
first objective is to create a model of this expected behaviour. Next we need to i) = 165 0188 — 0 D
identify the limits of normal deviations from expected behaviour. Finally, we
should flag violations of these limits as anomalies.
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Most network signals follow predictable trends of high values during the day, ' — : i gl
low at night, increasing in the morning and decreasing in the evening. Network el
administrators gain experience from the signals of their networks and learn to o W
identify abnormal conditions. We propose a solution to automate this process. ‘k..... =
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wavelet processing.

4. Methodology

Network signals are non-stationary and have a high variance. This variance causes : - - + = . =
a decrease in correlation of network signals over multiple days. We use wavelet AL
approximations to extract a high level summary from the network signal. Output showing Anomalies Detected Summary of Attacks Detected
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7. Conclusions

Networks signals display a high variance, which suppresses periodic and predictable
behavior. This behavior can be unraveled using wavelet approximation coefficients and
modeled using Auto Regressive Modeling. After prediction of predictable behavior, only
high frequency transients which we call ‘peaks’ remain. An intrusion causes violation of
either amplitude of a normal peak or frequency of a normal peak. This fact can be used
to detect anomalies in network signals caused by network attacks. This methodology of
network signal anomaly detection shows promising results.
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In Training Phasel, the expected network behaviour is modeled using an ARX
(AutoRegressive with eXternal input) model. In Phase2, the normal peak limits are
created. Finally during operations, the signal is monitored for anomalous deviations
from created models
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