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Previous Research

TRAFFIC APPLICATION

Browsing Mozilla Firefox

Video chat Hangout using Chrome

Video streaming Youtube using Mozilla Firefox

Audio streaming Spotify

SFTP file transfer Filezilla

P2P file transfer qBittorrent

Traffic and Applications

Capturing Scenario

Random Forest – Differentiation between Pure and VPN+Tor traffic
Conclusion:

Results:

Flows in the dataset for different

flow timeouts and traffic types

• The usage of Tor can be correctly classified with an true 
positive rate of 99.7%
• Applications within Pure traffic can be classified with an 
true positive rate of 92.9%. Some applications like Audio 
or Video Streaming are significantly worse to detect.
• Applications within VPN+Tor traffic can be classified with 
an true positive rate of 78.2%. Again some applications 
like Audio Streaming and Browsing are hard to detect 
while Video Chart achieves an TP rate of 97.3%.

Traffic captured on Alice's network interface

Pure VPN + Tor

Random Forest – Classification of applications within Pure traffic Random Forest – Classification of applications within VPN+Tor traffic

Future Work:

• Extend scenarios/dataset
• Test other machine learning algorithms/frameworks
• Explore new techniques to process the traffic for ML

Abstract

The usage of Tor or VPN to protect one's data or identity is common nowadays. But it can be detected by SIEMs, and there is a lso the possibility to recognize and classify 
different applications used through Tor or VPN. Therefore it is of interest if the usage of multiple layers of encryption still can be detected and further if it is still possible to 
classify the traffic. Therefore in this project first of all traffic of common applications without additional encryption will be created and captured. In the second step, the traffic 
of the applications will be sent through a VPN over Tor. From this created dataset features are going to be extracted and fed into machine learning. First, the detection of the 
usage of multi-layer encryption is of interest. Second, the classification of the traffic for the case where no additional encryption is used and for the case where VPN+Tor is 
used is compared.

Authors Paper Year Achievement

P. Mayank and A. K. Singh Tor traffic identification 2017 Tor traffic detection

Zhihong Rao et al.
Tor anonymous traffic identification based 
on gravitational clustering

2018 Tor traffic detection without the need of training data

Gerard Draper-Gil et al.
Characterization of Encrypted and VPN 
Traffic using Time-related Features

2016
VPN traffic detection and classification using only time related 
features

Arash Habibi Lashkari et al.
Characterization of Tor Traffic using Time 
based Features

2017
Tor traffic detection and classification using only time related 
features

K. Shahbar and A. N. Zincir-
Heywood

Benchmarking two techniques for Tor 
classification: Flow level and circuit level 
classification

2014
Comparison of flow- and cell-based Tor detection and 
classification


