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ABSTRACT

Fog-enhanced Internet of Things (IoT) has received considerable attention in recent years, as fog devices deployed at the network edge can not only improve the performance of loT
applications, but also enhance the security and privacy of IoT. In this work, we present a new communication-efficient privacy-preserving range query scheme in Fog-enhanced IoT.
With the proposed scheme, both the query range and individual IoT device's data can be privacy-preserved by using BGN homomorphic encryption technigue. In addition, the
proposed scheme employs a range query expression, decomposition, and composition technique to reorganize the range query, which can achieve 0(y/n) communication efficiency.
Extensive experiments are conducted, and the results indicate that the proposed scheme is efficient in terms of communication overhead.
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hd Design Goals A

= The proposed scheme should be privacy-preserving,
l.e., the query range [Lg,Ug] and the elements of
subset D’ should be privacy-preserving.

» The proposed scheme should be communication
efficient, i.e., achieving +/n query communication
efficiency.
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/ A. Range Query Expression, Decomposition, and Composition \
(1) Range Query Expression

A range query |[Lg, Ug] (1 < Lg < Uy < n) is first represented
to an array A[1..n] as shown in Fig. 1 and then reorganized
into an m x m (n = m#%) matrix R as

< k = (1 — <
R(i, ) = 1 Lg<k=4( ?)xm+] < Ug
0 otherwise
(2) Range Query Decomposition

Rol is a row In which not all elements are 0s or 1s;

Bol is a set of continuous rows in which all elements are 1s;
Then, matrix R can be decomposed as the following steps.
Step-1: Break down R into three matrices R, R, and R; such
that R = R{VR,VR;, where R; and R; include at most one

Rol respectively, and R, includes at most one Bol.
Step-2: Decompose R,, Into two matrices R;_x, vy, and Ry’ 1
such that RW — Rl—XWYW N RX\iVYV(/ forw = 1,2,3.

* Generate R;_x y, Mmatrix: Set X,, = (X1, Xw2, ) Xym)
with the row rule: if the i-th row In R,, are all 1s, set x,,; =

Qanc set x,,; = 1 otherwise. Set Y,, = Vw1, Vw2, ***» Ywm)

with the column rule: if Rol (Bol) in R, has an element 1

in column j, set y,,; = 0; and set y,,; = 1 otherwise. Then,
Rl—XWYW(i»j) =1- XwiYwj
+ Generate Ry matrix: Set Xy, = (y1, Xjyz, =+, Xym) With

the row rule: if Rol (Bol) in R,, has an element 1 in row i,
set x,;,=1; and set x,,;, =0 otherwise. Set Y, =

Owi Ywz > Ywm) = (1,1,++,1). Then,
RX‘;,YM’,(i»]') = x;viy\:vj
(3) Range Query Composition
The matrix R can be recovered Dby twelve vectors
(X, Yy, X1,V Xy, Yy, X5, Ya, Xa, Ya, X5, V4) @S
R(i,j) = R1(L, VR, (1, )HVR3 (1, )
= Viy=1 (Ri—x, v, (i,7) ARy v (i, )
= Viyz1 (1 = xXyiYwj) A XyyiVij)
= Yw=1((1 = XyiVwj) * Xy Vi)
Since all elements in vectors (X;,X3,Y{,Y,,Y;) are 1s and all
elements in the Y, are all Os when R, includes one Bol. Then,

R(i,)) = Zw=1((1 = XwiYw) * XiyiVi;)

= (1 —J’1j) - X T Xg + (1 —y35) - X35

_ )1 within the query range
0 otherwise

Thus, the matrix R related to query can be recovered by
(Y1, X1, X5, Y3, X3) with size 0(5m) = 0(W/n).

1 2 3 4 5 6 7 8 9 0 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36

0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 0
n=m?* forexample, n =36,Mm =6 Rol: Row of Interest; Bol: Block of Interest
1-XY Matrix: Row Rule -- If all 1s in a row, set O; else set 1. Column Rule -- If Rol (Bol) has 1 in a column, set 0; else set 1.
X'Y’ Matrix: Row Rule —If Rol (Bol) has 1 in a row, set 1; else set 0. Column Rule — always set 1 in each column.
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Fig. 1. An example for range guery expression,
decomposition, and composition

Key Generation: the query user
generates the BGN public key pk and private key sk.

(2) Range Query Generation at Query User

 Represent the range gquery to a matrix R and apply the
decomposition rules to prepare vectors (Yy,X{,X;, Y3, X3).
Then, the query user computes
Vi=0n=1-Y11Y2=1-Y12 Yim = 1 = Y1m,)
Vo=031=1-y31Y32=1—Y32,",¥3m =1 — Y3m,)
Since R(L,j) = (1 = y1j) - x1; + x5 + (1 = y35) * x5

/ B. The proposed privacy-preserving range query scheme in fog-enhanced loT \
(1) Query User 1. - . oc
Step-1: D, converts the sensed.data Wy mto.(z,]) such that c d_) Count(D") = |D'| = 2 R.(i /)
Wk=(l—1)xm+] DreD
Step-2: Dy, picks up E(y1;7), E(x1;), E (x3,), E(¥3;), E (x3;), and chooses dec N
two random numbers r, and 7. Then, it computes § — Sum(D’) = Z Wi = z Rie(4,)) - wie
D;eD’ Dy €D

= Y1j * X1 + Xp; + V35 X3
Then, R can be represented by (Y, X1, X5, Yz, X3).
« Use BGN to encrypt these vectors as
(E(YD, E(XD), E(X3), E(Y3), E(X3)).

- Send (E(Y1),E(X1),E(X3),E(¥3),E(X})) as a query to all
loT devices via the fog device.

(3) Query Response at loT Device
@h D, with sensed data w;, performs the following steps.

cx = e(E(¥1;), E(x1) - e(E(x3,), 9) - e(E(¥37), E(x3) - e(g, h) ™
= Er(y1jx1; + x5 + Va5x3;) = Er(Ree (i, )

s = ¢,k - e(g, h) k2 = ET(Rk(i,j))W" e(g,h)™*2 = Ex(R,(i,]) - w) vectors to the fog device. Therefore, the communication

Step-3: D, forwards (cg, si) to the fog device.
(4) Response Aggregation at Fog Device

After receiving all (¢, si) from all D,, € D, the fog device computes

€ = Mpyen & = Er(Sp,ep Ric(i,)))

S =llpyep Sk = Er(Xpyep Ri (8, ) * wi)
and returns (C,S) as the response to the guery user.
(5) Response Recovery at Query User

Communication Overhead Analysis
The query user just sends 5 encrypted m -dimensional

overhead of the query user is 0(5m) = 0(y/n).
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On receiving (C,S), the query user uses the private key sk to recover Fig. 2. Communication overhead comparisons betwey

the query results as

the proposed scheme and traditional scheme

* This work has been accepted by IEEE Internet of Things Journal in 2018.

|




