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OBJECTIVE

In recent years, the growth of online Cloud services and the increasing number of remote users rise more complex security and privacy issues. Hence, human factors play
crucial roles in the pervasiveness of cyber threats and attacks. As the fast and extensive development of cybersecurity technologies, novel and sophisticated approaches
are used for fighting against digital cybercrimes. As a result, hackers need to seek new hacking methods to launch cyberattacks. With non-professional personnel being the
weakest link, most of the advanced attacks rely heavily on human factors. Human’s interaction with the electric devices and their performance in normal security procedure
can bring potential cyber threats and vulnerabilities in daily actions. Under this circumstance, how to profile human’s daily behavior and evaluate users’ malicious and
vulnerable level should be paid more attention in both academia and industry. It iIs a necessity to present new information threats under these domains and propose
promising approaches for addressing such issues. All in all, by consolidating malicious and vulnerable human daily behaviors, and extracting intelligent insights from
human daily factors, cyber defenders and experts can effectively detect cyber attackers, and reduce the impact of those information threats. In this study, we first introduce
the role of human factors in cyberspace, and the importance of profiling user behaviors in cybersecurity. Then, the potential security and privacy issues in daily human
practice are discussed in detail. Finally some promising future directions are proposed.
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INSIDER AND OUTSIDER

- Outsider and ONLINE BEHAVIORS
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