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Botnets as one of the most formidable cyber security threats, are becom-
ing more sophisticated and resistant to detection. In spite of the pressing
need for automated detection of these evolving botnets, researchers have
been struggling to offer comprehensive support for detection of different
types of botnets (even having the same topology, e.g. P2P). A considera-
ble research effort has been put into extraction of network flow features
in order to provide a comprehensive picture of botnet behavior. However
powerful in discovering a limited number of botnet types, the effective-
ness of flow level features in terms of providing more detection coverage
still remains in doubt. In this paper we revisited flow features introduced
in previous work and evaluate their relative efficiency when applied to a
diverse dataset.
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