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Abstract—With the advancement of mobile crowd sensing sys-
tems and vehicular ad hoc networks, the human-carried mobile
devices (e.g., smartphones, smart navigators, and smart tablets)
equipped with a variety of sensors (such as GPS, accelerometer, and
compass) can work together to collect sensory data consequently
delivered to the cloud for processing purposes, which supports
a wide range of promising applications such as traffic monitor-
ing, path planning, and real-time navigation. To ensure the au-
thenticity and privacy of data, privacy-preserving truth discovery
has attracted much attention since it can find reliable information
among uneven quality of data collected from mobile users, while
protecting both the confidentiality of users’ raw sensory data and
reliability. However, these methods always incur tremendous over-
head and require all participants to keep online for interacting
frequently with the cloud server. In this paper, we design an effi-
cient and privacy-preserving truth discovery (EPTD) approach in
mobile crowd sensing systems, which can tolerate users offline at
any stage, while guaranteeing practical efficiency and accuracy un-
der working process. More notably, our EPTD is the first solution
to resolve the problem that users must be online all times during
the truth discovery under a single cloud server setting. Moreover,
we design a double-masking protocol to ensure the strong secu-
rity of users’ privacy even if the cloud server colludes with multi-
ple users. Extensive experiments conducted on real-world mobile
crowd sensing systems also demonstrate the high performance of
our proposed scheme compared with existing models.

Index Terms—Truth discovery, privacy protection, cloud com-
puting, crowd sensing, vehicular ad hoc networks.
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I. INTRODUCTION

BIQUITOUS sensors in mobile devices (example includ-
U ing smart phone, bracelet and tablets) has made more ma-
ture for mobile crowd sensing (MCS) systems [1]-[3], where
the cloud server pays to a crowd of users carrying mobile de-
vices for outsourcing sensing tasks, and collects their sensory
data for specific requirements. Particularly, with the deep inte-
gration of mobile communication and intelligent terminal tech-
nology [4]-[6], the mobile crowd sensing (MCS) systems [7],
[8] provide a new way to alleviate the traffic congestion of the
transportation system [9]—[11], which works seamlessly through
numerous mobile devices to upload collected sensory data to the
cloud for further traffic analysis. For example, in this sensing
paradigm, drivers can forward the traffic data obtained from
mobile devices to the cloud. Then traffic data is analyzed and
informed to the drivers or the relevant agencies to reflect the
current road conditions. Such MCS systems have been widely
exploited to large-scale vehicular sensing including traffic moni-
toring (e.g., collecting average speed or traffic density), real-time
traffic prediction and many other application scenarios, which
bring tremendous social and economic benefits in our daily life
[12]-[14].

However, data collected by the mobile users is not always
reliable [15]-[17], since sensor damage, hardware quality prob-
lems and the like that often occur during the collection process,
where even the observation values of different users on the same
objects may be quite different. Therefore, the power of crowd
sensing system can be released completely only by filtering out
the unreliable data. A possible solution is to aggregate the sen-
sory data of all users who observe the same objects. However,
it may lead to uncertainty of the final results as the reliability of
each user is considered equal. To address this challenge, truth
discovery [18]-[20], which aims to estimate the value (called
ground truth) closest to the true value based on users’ relia-
bility (called weight) and inputs, have received much attention
from both industry and academia. The main criteria for most
of truth discovery methods are that the provider will be given a
higher weight (i.e., reliability) if the data provided by him/her is
closer to the ground truth, and the data provided by a user will
be counted more in the aggregation procedure if this user has
a higher weight. A variety of truth discovery approaches have
been proposed to calculate user weight and aggregated results
in a joint manner based on this principle.

Truth discovery mechanisms have been widely used to im-
prove the accuracy of the aggregation in (MCS) systems.
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However, users’ privacy, e.g., identity information, phone num-
ber, and personal health status may be implicitly included in
the collected data, which may be abused or leaked by the cloud
server (generally considered not completely trusted) if users sub-
mit their sensory data to the cloud without any pre-processing
[21], [22]. Besides, some users may also try to trick the cloud
server by providing fake data, since the private information of
them may be inferred from raw data [23]-[25]. It further hinders
the smooth implementation of the truth discovery.

To combat that, Miao et al. [26] proposed the first secure
truth discovery scheme utilizing threshold paillier cryptosystem
[27] to protect both the privacy of participants’ data and re-
liability information. Later, Miao et al. [28] further presented
a lightweight privacy-preserving truth discovery framework by
introducing two non-colluding servers to reduce the cost on
users. Zheng et al. [29] also devised a privacy-aware truth dis-
covery based on a secure sum protocol in mobile crowdsensing.
Unfortunately, all of these solutions require that users stay on-
line at all times for interacting frequently with the cloud server
consequently to ensure the smooth execution. Otherwise, the
entire system will have to fail or start over. In real life, it is uni-
versal that some users may fail to send data to the cloud along
with unreliable networks, human interventions, sensing device
battery issues, etc. Besides, mobile devices are often widely dis-
tributed in various geographic locations, thus a practical truth
discovery mechanism must be robust to users dropping out in
any subprocess of the workflow.

Recently, two non-colluding servers [30], [31] are brought
to alleviate the problem of all users keeping online under truth
discovery. However, intuitively, no one can guarantee that two
servers will never collude in real-world applications [32], [33],
regardless of whether the two servers are from the same car-
rier. Motivating to resolve above challenge, in this paper, we
propose an Efficient and Privacy-preserving Truth Discovery
(EPTD) approach in mobile crowd sensing systems, which can
endure the withdrawal of users in any subprocess of truth discov-
ery, and requires only a single cloud server setting with limited
trust. Compared with the preliminary version [34], our contri-
butions are enhanced and can be summarized in three aspects as
follows:

e Secret sharing technology and key agreement protocol
among multi-users are exploited as the underlying structure
in our EPTD, which can efficiently support users dropping
out with proper modification.

e We design a double-masking with one-time pads protocol
to achieve the high aggregated accuracy along with privacy
protection on both users’ data and reliability information
under working process, where the privacy of those users
who have logged out will be still protected.

e We present a comprehensive security analysis of our
EPTD. We stress that even if the cloud server colludes
with any set of less than ¢ (explained in the following sec-
tion) users, they will not get any useful information about
other users’ privacy (i.e., users’ sensory data and reliability
information), except what can be inferred from the aggre-
gated results. Moreover, extensive experiments conducted
on real-world mobile crowd sensing systems also demon-
strate the practical performance of our proposed scheme.

3855

The remainder of this paper is organized as follows. In
Section II, we outline the problem statement. In Section III and
Section IV, we describe the preliminaries and give an intuitive
technical presentation about our core ideas. Then, we discuss the
EPTD in detail in Section V and carry out the security analysis
in Section VI, respectively. Next, performance evaluation and
related work are discussed in VII and VIII. Finally, Section IX
concludes the paper.

II. PROBLEM STATEMENT
A. Background on Truth Discovery

Specifically, truth discovery always starts from estimating
each user’s reliability subsequently to integrate the users’
weights and sensory data for further inferring the ground truths.
In this paper, truth discovery mechanism [7] is adopted in our
EPTD due to its superior accuracy and efficiency in MCS sys-
tems, which can be divided into two closely related parts: Weight
Update phase and Truth Update phase.

Suppose that a total of H objects’ data need to be collected,
and we use D to denote the number of users in our system.
Hence the objected values of the d-th user for the h-th object
can be represented as xﬁ , and the aggregated result (i.e., ground
truth) of object h can be indicated as x; .

Weight Update: Fixing the ground truth of each object 7,
every user’s weight wy is iteratively updated as follows.

H
wy = f <de (zfi,x;;)> )
h=1

where f is a monotonically decreasing function, and d;; (+) is to
calculate the distance between each user’s observed values and
the corresponding ground truth. Besides, two types of data (i.e.,
continuous and categorical sensory data) are considered in our
EPTD. For continuous data, the distance function is constructed
as digi (z,27) = (2 — 27 )2. As for categorical data, we take
avectorz§ = (0,...,1(g-th),...,0)T todenote the g-th choice
chosen by user d for object h, and adopt d;; (24, x}) = (2§ —
z;)T (2¢ — 273 to indicate the distance between two vectors. In
addition, the monotonically decreasing function f [7] is adopted
in our EPTD, and the specific weight update is described as

below.

D H . d x
wy = log (Zd’—l > o1 dist (2}, v%)) )

H *
Do dise (2, )
where if the data provided by a user is closer to the ground truth,
the provider will be given a higher weight (i.e.,reliability).
Truth Update: Similarly, fixing the weight w, of each user,
the ground truth z; of each object can be iteratively updated as
follows.
D d
* _1Wqg T )
R 3)
>d—1 Wd
The final ground truth z; of each object will be output by itera-
tively running the above two phases until satisfying the agreed-
upon convergence conditions, where a data will be counted more
in the aggregation procedure if the data provider has a higher
weight. Algorithm 1 shows the whole process of truth discovery.
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Fig. 1.  System architecture.

Algorithm 1: Truth Discovery Process.

Input: D users, H objects, all users’ observed data:
{zd},d= (1,2, )h—( 2,... H).
Output: Ground truth {x} }1=1.

1: Initialize all ground truth data =} (h = 1,2,.
randomly and send them to each user.
ford=1tod="Ddo

for h =1toh ="H do
Weight Update based on Eqn.(2)
Truth Update based on Eqn.(3)
end for
end for
output {z} }#=1* when the recursion termination
condition is satisfied.

- H)

Please note that we use a parameter L (a magnitude of 10) to
round the fractional part of users’ inputs in our protocol, since
floating-point numbers are very common in real collection, and
we can recover them by dividing L.

B. System Architecture

As shown in Fig. 1, we consider two types of entities in
our system: the cloud server and users. Generally speaking, the
cloud server first assigns tasks to various users and releases a
set of objects to be collected by them. Then, each user will col-
lect the sensor data of the targeted objects and get paid from the
cloud server according to the prior agreement. For the purpose of
privacy, the sensory data will be encrypted independently before
being submitted to the cloud. Afterwards, the cloud server and
users collaboratively execute the secure truth discovery mecha-
nism (i.e.,EPTD) with constant interactions to find the ground
truth.

The above system architecture is ubiquitous in MCS applica-
tions, such as indoor floorplan reconstruction [1], [8], where the
cloud server can aggregate the sensory data collected by mobile
devices to reconstruct the indoor floorplan. This will effectively
improve the accuracy of the driver’s 3D perspective during path
planning. In addition, it is worth noting that our system does
not require users to be online at all times to ensure the correct
execution of EPTD.
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C. Threat Model

The goal of our EPTD is to protect the privacy of users’
sensory data and reliability information (i.e., weight) in whole
working process, where all participants are deemed to be honest-
but-curious [35]-[37]. Particularly, honest-but-curious indicates
that all participants will strictly follow the agreement to execute
instructions, yet it will also “curious’ and try to spy on the users’
private data independently.

Therefore, the cloud server is considered as the most threaten-
ing adversary in our EPTD since it possesses the full access right
to all the encrypted sensory data. In our EPTD, we allow the
cloud server to collude with any set of less than ¢ users to attack
EPTD for stealing users’ privacy. However, they will not get any
useful information except what can be inferred from the aggre-
gated results. Please note that we do not consider the malicious
operations of the cloud server and users, such as ingenious tam-
pering with data and malicious execution protocols, which can
be addressed by cryptographic techniques like zero-knowledge
proofs and digital signature.

III. PRELIMINARIES

In this section, we review the cryptographic primitives needed
in our proposed model.

A. Secret Sharing Protocol

Shamir’s t-out-of-D secret sharing protocol [38] is utilized in
our work for splitting each user’s secret s to D shares indepen-
dently, where the secret s can be reconstructed with any ¢ shares,
but it is impossible to get any useful information about secrets
even attackers possess t — 1 current secret shares. In our EPTD,
each user can be distinctly represented in a finite field 7, where
F is parameterized with size of £ > 2k and k is the security
parameter. Here we use symbol U/ to denote the set of users’
IDs, and the Shamir’s ¢-out-of-D protocol can be described as
below.

1) Shamir.share(s,?,U) — {(d, sq)}aeu: Input a secret s,

a threshold ¢ < |/| and a set U denoted the users’ ID in
finite field F, output the share s; of secret for each user
d, where |U| =
2) Shamir.recon({(d, sq)}aem,t) — s: Input a threshold
t and a subset M C U, where ¢t < |M]|. It outputs the
secret s.
where the correctness requires that Vs € F and V¢, D with
1 <t <D. We have Shamir.recon({(d, sq)}aerm,t) — s if
Shamir.share(s, t,U{) —{(d, sa) }aeu, where M C U and ¢ <
|M]|. Security requires Vs, s’ € F and any M C U with ¢ >
| M|. We have

{(d, s4) }aeu < Shamir.share(s,t,U) : {(d, sq) }aem

{(d, s4) }aeu <+ Shamir.share(s',t,U) : {(d, sq) }aem

where “=" indicates the indistinguishability of two distribution.

Authorized licensed use limited to: University of New Brunswick. Downloaded on March 02,2020 at 14:43:06 UTC from IEEE Xplore. Restrictions apply.



XU et al.: EFFICIENT AND PRIVACY-PRESERVING TRUTH DISCOVERY IN MOBILE CROWD SENSING SYSTEMS

B. Key Agreement

We exploit Diffie-Hellman key agreement called SIGMA [39]
in our EPTD to generate private shared key between two users.
Informally, SIGMA consists of three parts as below.

1) KA.param (k) —(G, g,q, H) : Given a security param-
eter k, it samples a group G with prime order ¢, and a
generator g along with a hash function H, where H is
always set as SHA-256 for practicability.

2) KA.gen (G,g,q, H) — (x,¢") : Input a group G with
prime order ¢, and a generator g along with a hash function
H, it samples a random secret key x «— Z, and a public
key g*, where z and ¢* will be referred as DX and DFX
in following sections, respectively.

3) KA.agree (signn, (gmd 97), MACYy, (m),xq,9"" ,d,m)
— Sa,m - Input the user d’s secret key x4, the public
key g*m of user m, signed signature sign,, (gId, ")
and M ACj, (m) from user m, it outputs the current
shared session key between user d and m, where
k, is used as the MAC key. For simplicity, we use
KA.agree (z4,9"" ) — Sq.m to represent above process
in following sections.

where the correctness requires KA.agree (Df K DPEy=
KA.agree(D5K DI®) for any public and private key gener-
ated by users d and m (utilizing the same parameters). Security
requires that the shared key s, ,, is indistinguishable from a
uniformly random string to arbitrary adversaries who have pub-
lic keys Df K and DI (without the corresponding secret key
D;?K and D35,

m

IV. TECHNICAL INTUITION

We note that the truth discovery mainly involves the aggre-
gation operations (i.e., computing de,:l ZZ‘ZI dist (2§, ),
S jwg-x) and Y7 wg) of multiple users’ data in
a secure manner. Other mathematical operations such as
S digr (2, 27) and logarithm can be calculated in user-
sides in the form of plaintext. In our EPTD, assuming each user
holds the private input x4, hence the goal of EPTD is to compute
the > ,.p x4 privately. As shown in Fig. 2, at a high level, we
guarantee that the cloud server only learns the sum of users’
inputs and that users learn nothing.

A. One Masking to Protect Security

Assume all of the users are ordered in the system according to
certain criteria, and suppose that any pair of users (d, m),d < m
agree on a random value 74, , where user d adds the random
value 74 ,, to x4 and user m subtracts it from z,,. Hence, the
actual inputs of all users are perturbed but the aggregated results
will float out if we add them together. In other words, each user
d obscures his/her inputs as follows.

Z Tm,d (mOd R) 4)

meD:d>m

Yda =g + § Td,m —

meD:d<m

where we assume both x,; and Zm cp Td,m falling in Zr with
order R for simplicity.
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Fig. 2. High-level view of our EPTD.

Then, each y,; will be submitted to the cloud server, and the
cloud server calculates

ZZZ}’d

deD

= § Tq + § Td,m — E Tm,d (5)
deD meD:d<m meD:d>m

= E zq (mod R)
deD

However, this method has two drawbacks. One is that each
user d needs to agree on the random value 74, with all other
users. A naive way is one-to-one communication, which may
cause quadratic communication overhead (D?). Another is that
this protocol is failure to users dropping out. If a user cannot
summit y, in time after agreeing on the random value r ,, with
all other users, the random value r;,, associated with user d
will not be eliminated in the final aggregated results.

B. Double-Masking with One-Time Pads

We note that we can use Pseudorandom Generator [40] to
reduce the high communication overhead of each user, and uti-
lize the shared keys obtained by engaging Diffie-Hellman key
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agreement between two users as the common seeds after the
cloud server broadcasting all of the Diffie-Hellman public keys.
Therefore, each user can calculate the masks 74, by exploiting
Diffie-Hellman key agreement and pseudorandom generator if
he/she receives the public keys of corresponding users.

Threshold secret sharing scheme is adopted in our work to
deal with the problem of users dropping out. Specifically, once
some users cannot upload data in time, other users will submit
shares of these users’ secrets to the cloud for recovering masks
associated with these users. In this way, our protocol can tolerate
additional parties dropping out during recovery process as long
ast (i.e., threshold of Shamir’s secret sharing) users remain alive
and reply shares of dropped users’ key to the cloud server.

However, there is still a problem. Users’ data may be inad-
vertently leaked to the cloud server. In real-life scenario, a user
d may be too slow in sending y,; to the cloud server, which
results that the cloud server may mistakenly think that user d
has logged out and ask all other users to send their shares of
d’s key to it for removing masks associated with d. Just then,
the cloud server receives the delayed y,; from d. As a result,
the cloud server can now remove all the masks 7 ,, and get the
plaintext of z,.

To combat that, we improve the double-masking protocol pro-
posed in [32] to ensure the privacy of z; even the cloud server
can remove the masks above of each user d. More concretely,
each user randomly selects a seed 14 on the same round of gen-
erating 4 ,,,, and creates the shares of ng4 and distributes them
to all other users during the secret sharing round. Particularly,
the generation process of y, is shown as below.

Z PRG (rd,rn)

meD:d<m

h Z PRG (Tm ,d ) (mOd R)

meD:d>m

va = zq + PRG(ng) +
(6)

where PRG(ng4) represents the pseudorandom generator with
seed ng. When the cloud server needs to remove the double
masks for obtaining the aggregated results ), x4, it will
send a request to all alive users to get either the r4 ,, or the
shares of n4 for each user d. After receiving 4 ,,, from at least
t users for all dropped users and ¢ shares of ng for all surviving
users, it can get rid of the remaining masks and obtain the sum.

V. OUR PROPOSED SCHEME

In this section, we discuss our EPTD protocol in detail. Fig. 2
shows the high-level view of our proposed model, where has one
cloud server and a set containing D users. Each user’s inputs
x4 will be submitted to the cloud privately, and the goal of the
cloud server is to aggregate all the survivors’ data. Every user
can drop out of the protocol at any time, which means that these
users stop uploading data and interacting with the cloud server
completely. The cloud server can recover the aggregated results
> 4ep Ta as long as at least ¢ users are still surviving in each
round. For our purposes, we split our EPTD into Secure Weight
Update and Secure Truth Update based on the properties of truth
discovery.

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 68, NO. 4, APRIL 2019

A. Secure Weight Update

Round 0 (Key Generation): Assume there are D users in
our EPTD. Given the threshold value ¢ and security parameter
k, three key pairs are created by trusted third party (TA) as
follows.

(@™ 17", (DF ™, D), (G i)} — KA gen(k)
@)

Then, each user signs public keys as p; «— sign.(Cg K
TPE|DIE), and sends (pq||TS X ||DI%) to the cloud
server, where Cgf K is the user d’s secret key. Once the
cloud server receives messages from at least ¢ users (de-
noted as set U; C U for these surviving users), it broadcasts
{(m, TEE  DEE p,) ), ey, to all users. For other cases, dis-
card.

Round 1 (Key Sharing): For each user m € U, every user d
needs to check whether |1/, | > ¢ and utilizes public key CZ% to
verify that the signature p,,, is valid, while he/she receives the
responses from the cloud server. If not, discard. Subsequently,
each user randomly selects a parameter ng < F and creates
the shares of both Df K and ng as follows.

{(m, D55}, iy, — Shamir.share(D5% ¢ U))
' 3

{(m, Mm,d) }mey, < Shamir.share(ng,t,U;)

Next, each user d exploits the symmetric Authenticated En-
cryption [41] to encrypt all of the shares above for all the users
m € Uy\{d} as below.

7,4 — AE.enc (KA.agree(T; ", TF%),

m

d||m|| D35 m,a) )

where the symmetric authenticated encryption [41] can guar-
antee the confidentiality and integrity of messages exchanged
between two parties. It possesses the indistinguishability un-
der chosen plaintext attack (IND-CPA) and ciphertext integrity
attack (IND-CTXT) [41]. Here we do not repeat them for sim-
plicity.

We stress that if any of the above operations such as verifi-
cation, key sharing and encryption fail, abort. Otherwise, each
user d submits its 7,,, 4 to the cloud server.

Once the cloud server receives messages from at least ¢ users
(denoted as set U, C U, for these surviving users), it initializes
the ground truth 7 (h = 1,2, - - - ‘H) randomly, and broadcasts
all of the {7,, q}mew, and z; to all users. For other cases,
discard.

Round 2 (Masked Input Generation): Similarly, each user
first checks whether |U4| > ¢ upon receiving {7, 4 }m ey, and
xy (h=1,2,---H). Next, each user d computes rg,, «—
KA .agree(D3%, DIX) for every user m € Up\{d}, and

m
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generates the masked input y? as below.

> PRG(rgm)

mely:d<m

- Y. PRG(r,4) (modR)

melh:d>m

yfl = xfl +PRG(ng4) +

Il
M=

di(z},2,) + PRG(na) + > PRG(rgm)
h=1 mely:d<m
- Y. PRG(r,4) (modR)
meUy:d>m
(10)

where yfl denotes the masked input in the second round, and
we use 7 to indicate S). | diy (2§, x}) for convenience of
following description. Similarly, if any of the above operations
such as PRG and key agreement fail, abort. Otherwise, all of
the {y2 }, cu, will be sent to the cloud server.

Once the cloud server receives yfl from at least ¢ users (de-
noted as set U3 C U, for these surviving users), the list of /3
will be sent to all users. For other cases, discard.

Round 3 (Consistency Checks): Each user first checks
whether |Us| > t upon receiving the list of U3. Next, user d
computes the signature py < sign.(C5% ;) and sends it to
the cloud server.

Once the cloud server receives p; from at least ¢ users (de-
noted as set Uy C U3 for these surviving users), the list of
{m, pm' }meu, Will be sent to all users. For other cases, dis-
card.

Round 4 (Unmasking): For each user m € Uy, each user d
first verifies whether Uy C U and |Uy| > ¢, and that the signa-
ture p,, is valid by utilizing public key CZ'% upon receiving the
list Uy. Next, user d decrypts 7,, 4 for those users m € Uh\{d}
as below.

d'[[m/[|D} 5| Inam. a

— AE.dec (KA.agree(TfK,TnlzK%vad) (11)

Then, both D5K,. ' m € Us\Us and 1y, 4, m € Us will be sent
to the cloud server if the condition d = d’ A m = m’ holds.
Similarly, if any of above operations such as decryption and
verification fail, abort.

Once the cloud server receives messages from at least ¢ users
(denoted as set Us C Uy for these surviving users), both the
secret key D(?K and masks PRG (74, ), d € U»\U5 can be

reconstructed as follows.
D3¥ « Shamir.recon ({(Dfﬁ)}m ctts o t)

PRG(rs,,) — PRG (KA.agree ({D;*,DI5 Y, a4))
(12)

Similarly, the PRG(n4), d € U3 can be further reconstructed as

follows.

PRG(nq) < PRG (Shamir.recon{(nm,d,t) }mecus)
(13)
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Therefore, the final aggregated results of 23 can be restored as
follows.

Y 2= yi—- Y PRG(ng)

dels delts dells
— Z PRG(T([J,,,)
dels,m el/{z\l/{3:d<m
(14)
+ > PRG(r,,.4) (mod R)

dels,m el \Us:d>m

H
= 3 die(af.a)

dels h=1

In order to ensure that neither each user nor the cloud server
knows the users’ weight information, the cloud server randomly
selects a positive noise r to obscure the raw aggregated result
as below.

H
Oresult = LOg <Z Zdief(m%ax;i)> +r (15)

dels h=1

where we assume ¢ - > max | Y7, ¢ - wy]. It is reasonable
since the observed values :z:;il are often within a limited numerical
range, and the values of w, can be set within a certain positive
range in advance. Then, the cloud server sends the C..,,;; to all
users.

Round 5 (Masked Input Generation): After receiving the
Chresuit» €ach user d computes rq ,, <« KA.agree(D; %, DPK)
for every surviving user m € Us\{d}. Then, the masked weight
of each user can be calculated as below.

H
y,51, = Cresult — LOg <Z d7€f(‘rz7x7l)>

h=1

+PRG(ng)+ >  PRG(rim)
meUs:d<m
— Y. PRG(r,4) (modR) (16)

meUs:d>m

=wy +7+PRG(ng) +

p>

meUs:d>m

> PRG(rqm)

meUs:d<m

PRG(ry,.4) (mod R)

For each object h, user d calculates

H
(Cresult - LOg <Z dist (xﬁf,xﬁ))) : xi

h=1

D

meUs:d<m

— Y PRG(rn4) (modR)

meUs:d>m

5// o
Ya =

+PRG(ng) + PRG(Td,m)
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= (wqg +71)- :z:ﬁ +PRG(ng) +

>

meUs:d>m

> PRG(ram)

meUs:d<m

PRG(rp, 4) (mod R)

a7

We use (y3,z3),(yS,23) to denote the masked input and
raw data input pairs in the fifth round, where xj/ =wy +r,
z3 = (wy + 1) -z, respectively. Similarly, if any of the above
operations such as PRG and key agreement fail, abort. Other-
wise, all of the {yfi/, yfl"}dez,{S will be sent to the cloud server.

For simplicity, we did not re-execute the Key Generation
round and reselect random values ng in Key Sharing round.
Therefore, all the signature operations and consistency verifica-
tion operations are hidden in the following rounds.

B. Secure Truth Update

For the cloud server, after receiving (yfi/, yf/) from at least ¢
users (Denoted as set Us C Us for these alive users), it sends the
list of U to all users. For other cases, abort.

Round 6 (Unmasking): Once each user receives the list U,
he first needs to verify Us C Us and |Us| > t. Otherwise, abort.
Then, for each user m € Us\{d}, user d decrypts the ciphertext
T .a as follows.

d'|[m'[| Dy 11m,a

«— AE.dec (KA.agree(TdSK ,TPEY, ,];n,,d)

m

(18)

Next, user d checks whether d = d’ A m = m’ and sends both

DTSHIZ for every user m € Us\Us as well as 1y, g for every user

m € U to the cloud server. Similarly, if any of above operations
such as decryption and verification fail, abort.

After receiving the responses from at least ¢ users (Denoted as
set U; C U for these alive users), the cloud server reconstructs
the secret key Dg K and masks PRG (7, ) for each user d €
Us\Us as below.

DJ¥ «— Shamir.recon ({(D5")}new, . t)
PRG(ry,,) «— PRG (KA.agree ({D(‘?K,DiK meuﬁ))
(19)
Similarly, the cloud server further reconstructs all the
{PRG(nq)}acy, as follows.
PRG(ng4) < PRG (Shamir.recon{(nm, 4, t) }m ey, )(20)

Hence, the actual aggregated results can be restored as below.

S af = Yyl - 3 PRG(na)

deUs dels dels

-

dels,m eUs\Us:d<m

LD

d€Us,m €Us\Us:d>m

= (wa+r)

d€Us

PRG (Td,m )

2y

PRG(7y,.q) (mod R)
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Similarly,
D =) vi - ) PRG(na)
dell dells dells
- > PRG (rq,,)
dels,m elds\Us:d<m
(22)
+ ) PRG(rma) (modR)

dels,m eUs\Us:d>m
d
=Y (wa+7) -7
d€eUs

Based on the assumption ¢ -7 > max | 25:1 z¢ - wy|, and
|Us| > t, the cloud server can eliminate the random values r

as follows.
5/
Cresult’: E Ty mod § r
dEZ/{(, dEU{,
= E wy + E r  mod <§ 7")
d€Us dels dels
=D wi
dels
’ (23)
"
Ornsulf,” = E 55(51 mod <§ T)
dels dels
_ d
= g (wqg +1) -2 mod (g 7’)
dels dels
= E wy - xg
dEUq

Hence, the temporary ground truth x; of each object h can
be deduced according to the Eqn.(2), and we will get the final
ground truth xj by repeating the rounds 0-6 until the conver-
gence conditions are met.

Discussion: According to the protocol of our EPTD, our
model can tolerate users offline at any stage, while guaranteeing
confidentiality of users’ data and weight under a single cloud
server setting. However, it is obvious that our EPTD requires
frequent interactions between participants to complete the ag-
gregation. This will result in a certain communication overhead
with the increase of total number of users in the system. Al-
though some recent works [30], [31] brought two non-colluding
servers to alleviate this problem, as mentioned before, no one
can guarantee that two servers will never collude in real-world
applications [32], [33], regardless of whether the two servers are
from the same carrier. We have not yet found a better solution
up to now, but the problem of frequent interactions between
participants will be our main focus of our attention in the future
studies.

VI. SECURITY ANALYSIS

We stress that our EPTD is secure against honest but curious
setting, where the cloud server and users (less than ¢) will not
infer any privacy data even if they collude with each other,
except what can be inferred from the aggregated results.
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As explained before, the security parameter of the cryp-
tographic primitives in EPTD is k, and the cloud server S
interacts with a set U of D users. Because users can drop
out in any time under the workflow, we utilize the subset
U CUs CUs CUs C U3 CU, C U C U to represent the set
of surviving users in corresponding running rounds. For exam-
ple, users in Us\Us denote those users that correctly send mes-
sage to the cloud server in round 4, but dropout before submitting
data in round 5. For simplicity, we adopt x4 to indicate the input
of user d. In addition, the view of a party consists of its input and
all of the messages received from other parties in our model, and
the view of a party will be not extended past the last messages
received if this party drops out. Given a threshold ¢, and any sub-
set M C U U {S} of parties, the real joint view of these parties
can be described as Real%‘f’k (xq,Ur,Us, Uz, Uy, Us, U, U7).
Hence, we have

Theorem 1 (Against Users Attack Only, Under Honest But
Curious Setting): Given a threshold ¢, for all security parameter
k, U with |U| >t, C CU, and U CUs CUs CUy CU; C
U, C U, C U, there exists a PPT simulator SIM whose output
is indistinguishable from the output of Realzf\/"llt’]C in polynomial
time.

Reall " (x4, Uy, U, Us, Us, Us, Us, Ur)
= (24)
SIMY " F (e, Uy, Us, Us, Uy, Us, Us, Uy )

Proof: In this theorem, we assume that the cloud server is hon-
est, but some users will collude with each other in order to
illegally access other users’ private data. This kind of assump-
tion is prevalent in real life, such as the famous event of Apple
icloud leakage [42], where a number of hackers (also legitimate
users of Apple) teamed up to crack the Apple system and steal
a lot of celebrity photos. We take Round 0 to Round 4 (i.e.,
a complete aggregation process) for example to prove our the-
orem. Intuitively, the SIM can easily deceive those honest but
curious users in C since the view of the cloud server is omitted.
More concretely, in Round 0, for all users in C, SIM creates the
true key pairs (775, T95) «— KA.gen(k), (DY, D3E)
KA .gen(k), and sends the public keys (7%, DI'!) to the
cloud server. For other honest users, SIM can product a perfect
simulation by uniformly generating the dummy keys (such as a
vector of 0s) based on the Diffie-Hellman assumption, and out-
put the simulated view of C. Similarly, in Round 1 and Round
2, only the values sent by users in C are depended on the true
inputs and executions. All other users’ inputs can be replaced
by uniform dummy values based on the properties of Shamir’s
t-out-of-D secret sharing protocol [38] and Two Oracle Diffie-
Hellman assumption (20DH) [32]. Besides, the cloud server
only returns a list of users’ ID to all users in each round except
in Round 4, but not the specific value of y;. Therefore, the SIM
only needs to guarantee the dummy value r selected in Round
4 that meets the condition ¢ - r > max | ZdD:l z¢ - w,|, which
means that SIM can successfully generate a perfect simulation
by using random values to replace real inputs for all honest
users, and the view of SIMZ’“(xc,ul,uz,u3,u4,u5,u6,u7)
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is indistinguishable from the output of Real%t’k in polynomial
time.

Theorem 2 (Against Joint Attack By Server And Users, Under
Honest But Curious Setting): Given a threshold ¢, for all secu-
rity parameter k, U with || > ¢, C CUU{S}, |C\{S}| <t
and U7 CUs CUs CUy C U3 C U, CU; C U, there exists a
PPT simulator SIM whose output is indistinguishable from the
output of Real%t’k in polynomial time.

Reall(/,’at’k (1}],“],“2,”3, Z/[4, Z/[Sa Z/[6; Z/[7)
= (25)
SIMZé{‘t’k(x(’,?ul7u27u37u47u57u67u7)

Proof: In this theorem, we allow the cloud server to collude
with any set of less than ¢ users to attack EPTD for stealing
users’ privacy. This assumption is also very common in real
life. Examples include the Baidu Tieba event in China [43],
where the Baidu authorities sell the data of the post users to
third parties without the users’ permission. The idea of proof is
similar to Theorem 1. The SIM will try to deceive those honest
but curious parties in C by utilizing dummy values to replace the
true inputs of honest users not in C. Our goal is to protect both
the sensory data and weight privacy of the users who belong to
U\{C U {S}} even if the cloud server colludes with any set of
less than ¢ users. Here we omit the specific proof and interested
readers can refer to the literature [32] for more relevant details.

VII. PERFORMANCE EVALUATION

To evaluate the performance of EPTD, we recruit 100
users with mobile devices (including mobile phones and smart
watches) to detect about 40 objects and collect their sensory
data in the application of floorplan construction [18], where
floorplan construction has recently drawn much attention since
many location-based services can be facilitated by it [44]-[46].
In our experiments, the observations were mainly the height,
length, layout, and other sensory data of a building, and the floor-
plan can be automatically reconstructed by integration of these
sensor data. Most smart devices come with 1GB of RAM and
are equipped with Android 6.0 system. Besides, the “ Cloud " is
simulated with a Lenovo server which has Intel(R) Xeon(R)ES5-
2620 2.10GHZ CPU, 16GB RAM, 256SSD, 1TB mechanical
hard disk and runs on the Ubuntu 18.04 operating system.

A. Accuracy

As mentioned in Section. II, we use a parameter L to round
the fractional part of users’ inputs in EPTD, and we know that
the accuracy of the final ground truths may be affected by the
value of L, because the fractional part of some inputs are dis-
carded if we take a small L. In our experiments, we exploit
mean of absolute error (MAE) and the root of mean squared
error (RMSE) to measure the error rates between EPTD and the
original truth discovery approach named CRH [7], respectively,
and consequently to evaluate the impact of L on the ground
truths. Fig. 3 shows the error rate of ground truth under different
number of rounding parameter L, where we make the number
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of objects and users 40 and 100, respectively, and output the
average of 10 experimental results. We can see that EPTD and
CRH have basically no difference in error rate while choosing
a large L like 107. Therefore, it can be concluded that with the
increase of L, EPTD has a gradual increase in the accuracy since
less data are missed in the workfolw.

Besides, we also evaluate the error rate of ground truth with
different number of users under MAE and RMSE. Similarly, the
number of objects is set as 40, and we take 107 for rounding
parameter L. As shown in Fig. 4, it is obvious that the error
rate of EPTD is almost same as the CRH despite some users
dropping out in execution process.

B. Convergence

We further analyze the convergence of our proposed model,
where the number of objects and L are also set as 40 and 107, re-
spectively. We take 5 different initial values (i.e., random ground
truth 7, ) and compute the error rate of ground truth for different
number of iterations. Based on the Fig. 5, we can see that our
EPTD will converge quickly with a few iterations regardless the
values of initial inputs.

C. Robust to Users Dropping Out

To analyze the universality of users dropping out from the
running process, we count the times of failure or restart of EPTD
compared with recent works PPTD [26] and PPAD [29], where
both PPTD and PPAD are considered as failure once a user
quits in whole truth discovery process, and EPTD is deemed
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to be a failure when only the current online user is less than
the threshold ¢ (¢ = 25 in this experiment) set in advance. It
should be noted that literatures [30], [31] are not considered in
our experiment since their two non-colluding servers setting is
completely different from our purpose. Fig. 6 shows the specific
failures or restart times under diverse number of objects and
users, where we repeat the experiment 10 times and output the
average. We can see that the events of users dropping out occur
frequently on both PPTD [26] and PPAD [29]. For example,
at least 10 users quit during the entire running process while
we initialize the number of users and objects as 100 and 40
respectively. However, our EPTD is robust to users dropping
out as long as the number of surviving users are more than the
threshold ¢.

D. Communication Overhead

We also analyze the communication overhead of our proposed
scheme by comparing with PPTD [26], where we fix the number
of users and objects as 100 and 40 in Table I and Table II
respectively. We count the communication overhead of a user
on one complete iterative process and output the average values
of 10 experiments, where the communication overhead of the
cloud server is not considered in our experiments since it can
be deemed as the sum of the communication overhead of all
users. As shown in Table I and Table II, we can conclude that
the cost of PPTD is much higher than EPTD regardless of the
growth of users or objects. One of the main reasons is that a
secure sum protocol based on threshold paillier [27] is used in
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TABLE I
UNDER DIFFERENT NUMBER OF OBJECTS

EPTD PPTD
Objects=15 340.55KB 1.67MB
Objects=20 440.67KB 2.01MB
Objects=25 539.77KB 2.32MB
Objects=30 638.44KB 2.61MB
Objects=35 741.09KB 2.94MB
Objects=40 850.41KB 3.23MB
TABLE II

UNDER DIFFERENT NUMBER OF USERS

EPTD PPTD
Users=50 209.65KB 1.81MB
Users=60 302.16KB 2.14MB
Users=70 411.56KB 2.33MB
Users=80 537.91KB 2.61MB
Users=90 681.11KB 2.92MB
Users=100 847.15KB 3.22MB
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Fig. 7. Running time of each user. (a) Weight update under different number
of users. (b) Truth update under different number of users.

PPTD. Besides, the overhead of EPTD is reasonable since most
existing mobile devices are equipped with more than 100MB
of RAM, thus the impact on overall performance will be very
small if we run EPTD on these mobile devices.

E. Computational Overhead

At last, Fig. 7 and Fig. 8 show the comparison between
EPTD and PPTD on the performance of computational over-
head, where the overall running time is divided into two parts
(i.e., Weight update and Truth update), and the number of ob-
jects is also fixed as 40 in Fig. 7 and Fig. 8, respectively. Fig. 7
shows the running time of each user under Weight update and
Truth update. 1t is clear that the running time of EPTD is small
and far less than PPTD. Besides, Fig. 8(a) and Fig. 7(b) are also
demonstrate the lower running time of EPTD compared with
PPTD.

VIII. RELATED WORK

Truth discovery has been widely used in many MCS sce-
narios such as environment monitoring, smart transportation,
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and health diagnosis [47]-[49]. However, the cloud server can
easily access the users’ raw data and further stealing the data
privacy if there is no security mechanism before submitting sen-
sory data to the cloud server. Li ef al. [7] proposed a general
truth discovery approach to deal with the single data type or
heterogeneous data types in execution. However, this solution
only considers the efficiency issues, and the privacy protection
of users’ data is not in its work. For privacy-assured truth dis-
covery, Miao et al. [26] proposed the first secure truth discovery
scheme utilizing threshold paillier cryptosystem [27] to protect
both the privacy of participants’ data and reliability informa-
tion. However, huge communication and computational over-
head are generated in their protocol due to the complexity of
threshold paillier cryptosystem [27]. Later, Miao et al. [28] fur-
ther presented a lightweight privacy-preserving truth discovery
framework by introducing two non-colluding servers to reduce
the overhead on users. Zheng et al. [29] also devised a privacy-
aware truth discovery in mobile crowdsensing through a secure
sum protocol. However, all of these solutions require partici-
pants to keep online for frequently interacting with the cloud
server. Recently, literatures [30], [31] bring two non-colluding
servers in their works for reducing the overhead of users-side
and alleviating the problem of all users keeping online under
truth discovery. However, intuitively, it is not easy to ensure
that two servers do not collude in a real-world scenario [32],
[33], regardless of whether the two servers belong to the same
carrier. Therefore, it is a challenge to propose a practical and
privacy-aware truth discovery approach which is fully robust to
users dropping out under a single server setting.

IX. CONCLUSION

In this paper, we have presented the EPTD approach in mo-
bile crowd sensing systems, which can achieve high accuracy
and protection of both the users’ sensory data and weight pri-
vacy even if the cloud server colludes with any set of less than
t users. Besides, our EPTD is fully robust to users dropping
out at any time point, and constructed on more practical single
server setting. Extensive experiments conducted on real-world
mobile crowd sensing systems also demonstrate the desired per-
formance of EPTD compared with existing models. As for the
future research direction, we will consider to further improve

Authorized licensed use limited to: University of New Brunswick. Downloaded on March 02,2020 at 14:43:06 UTC from IEEE Xplore. Restrictions apply.



3864

the communication overhead of EPTD. Besides, it is also an
interesting point to design a more secure protocol against active
attacks from the cloud server.
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