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global machine learning model, has gained extensive attention. However, in federated
learning, it has been proved that inference attacks could reveal sensitive information from
both local updates and global model parameters, which threatens user privacy greatly.
Aiming at the challenge, in this paper, a privacy-preserving and lossless federated learning
scheme, named CORK, is proposed for deep neural network. With CORK, multiple partici-
Deep neural network pants can train a global model securely and accurately with the assistance of an aggregation
Privacy-preserving server. Specifically, we first design a drop-tolerant secure aggregation algorithm FTSA,
Secure aggregation which ensures the confidentiality of local updates. Then, a lossless model perturbation
Model perturbation mechanism PTSP is proposed to protect sensitive data in global model parameters.
Furthermore, the neuron pruning operation in PTSP can reduce the scale of models, which
thus improves the computation and communication efficiency significantly. Detailed secu-
rity analysis shows that CORK can resist inference attacks on both local updates and global
model parameters. In addition, CORK is implemented with real MNIST and CIFAR-10 data-
sets, and the experimental results demonstrate that CORK is indeed effective and efficient.

© 2022 Elsevier Inc. All rights reserved.
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1. Introduction

In recent years, the deep neural network (DNN) model has been widely applied and gained huge success in many fields
(e.g., natural language process [ 1], computer vision [2], human-machine game [3], and so on.), bringing great convenience to
people’s life. Meanwhile, due to explosive growth of data volume generated by distributed devices, coupled with privacy
concerns of data collection, the concept of federated learning has been introduced by Google [4], which essentially involves
training a high-quality global model over multiple participants while remaining data localized, as shown in Fig. 1. In partic-
ular, during each training round of federated learning, participants first perform a stochastic gradient descent (SGD) algo-
rithm locally on their training data to generate the local updates. After that, the local updates are further aggregated by
aggregation server to update the global model parameters.

Nevertheless, there are still many privacy issues in federated learning. Many previous research works have demonstrated
that the inference attacks could reveal sensitive information of participants from both local updates and global model
parameters [5,6]. On the one hand, local updates are derived from training data of participants, thus they contain massive
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Fig. 1. The architecture of federated learning.

sensitive information. Only with analyzing model updates in just a few rounds, while without any auxiliary knowledge, the
aggregation server could infer a certain participant’s data information (i.e., membership, class representation, or property),
or even reconstruct its raw local training data [7-9]. On the other hand, since the DNN model appears to internally mine
useful information in training data, the global model parameters also include sensitive information. For example, by calcu-
lating the difference between consecutive global model parameters, an honest-but-curious participant can get the aggre-
gated local updates of other participants, then infer the membership and properties of their data in a certain training
round [10]. Therefore, there is an urgent need to design privacy-preserving federated learning schemes for the DNN model.

In order to solve the above privacy issues, plenty of privacy-preserving schemes have been proposed, which can mainly be
classified into two categories: based on secure aggregation (SA) or differential privacy (DP). Specifically, with an SA algo-
rithm, an aggregation server can only obtain the summation of multiple participants’ local updates, while it is not able to
see any concrete local update of a solo participant [11-16]. As a result, SA-based schemes can well protect the sensitive data
in local updates from the aggregation server, but it’s hard to prevent inference attacks on the global model parameters. In
addition to the SA algorithm, DP is a common method to protect data privacy in federated learning. In the popular differen-
tial privacy schemes, the local updates are perturbed randomly by participants at each round [17-20]. DP-based schemes can
provide strong privacy guarantees, but it inevitably reduces the accuracy of the trained model.

In this paper, we propose a privacy-preserving and lossless federated learning scheme for DNN, named CORK. With CORK,
multiple participants can collaborate to train a DNN model securely and accurately with the assistance of an aggregation
server. By combining our proposed drop-tolerant secure aggregation algorithm FTSA and lossless model perturbation mech-
anism PTSP, sensitive data in both local updates and global model parameters are protected well during training. Further-
more, the neuron pruning operation in PTSP can reduce the scale of models, which improves the computation and
communication efficiency significantly. Specifically, our contributions are the following:

e CORK protects sensitive data in both local updates and global model parameters. During training, the local updates are

encrypted by FTSA, which can keep confidential to the aggregation server. Besides, PTSP changes the orders and values

of global model parameters greatly, which makes an honest-but-curious participant impossible to infer others’ sensitive
data by comparing the consecutive global model parameters. Therefore, sensitive data are protected well from the infer-
ence attacks of aggregation server and other participants in CORK.

CORK achieves lossless and drop-tolerant federated learning for DNN. In federated learning, a participant may drop out

midway due to connectivity or power constraints. In this regard, through applying the Shamir secret sharing in FTSA, even

if some participants drop out at a training round, it could still aggregate the local updates of remaining participants.

Moreover, in CORK, PTSP prunes and merges redundant neurons in the DNN model, which doesn’t cause a loss of model

accuracy.

e CORK is efficient in both computation and communication overhead. At each training round, the computation and com-
munication overhead is significantly reduced with the neuron pruning operation in PTSP. In addition, the evaluation on
real MNIST and CIFAR-10 datasets shows that our scheme is effective and efficient, which can be implemented in a real
environment.
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The rest of this paper is organized as follows. In Section 2, we define the models and propose our design goal. In Section 3, we
outline some building blocks in CORK. In Section 4, we introduce our proposed CORK detailedly, followed by the security
analysis and performance evaluation in Section 5 and Section 6. Finally, we review the related works in Section 7 and draw
a conclusion in Section 8.

2. Models, Security Requirements and Design Goal

In this section, we first outline the system model, threat model, and security requirements in our scenario. After that, we
identify our design goal.

2.1. System Model

In our system model, we mainly focus on how multiple participants collaboratively train a global DNN model securely
and accurately. Each participant is equipped with a computer or workstation, which can store their training data locally
and connect with the aggregation server. Specifically, the system consists of three parts: (1) trusted authority (TA); (2) aggre-
gation server (AS); (3) participants, as shown in Fig. 2.

e TA is a trusted authority, which is responsible for initializing the system by generating public parameters and distributing
secret keys for the aggregation server and corresponding participants. Afterward, TA will keep offline.

e AS is the aggregation server with sufficient computing resources but no training data, which works as a collaborator to
help participants train the DNN model. At each training round, AS is responsible for perturbing the global model param-
eters and aggregating the encrypted local updates from multiple participants.

e Participants represented as {Ps, ..., P,} are some institutions (e.g., school, bank, hospital, and so on) with their local train-
ing data. At each training round, each P; € {P1, ..., P,} generates its local update through executing an SGD algorithm on
its local training data, then send the encrypted local update to AS for updating the global model parameters.

2.2. Threat Model and Security Requirements

In our threat model, we consider that AS and participants are honest-but-curious (semi-honest). Specifically, at each
round of training, AS honestly performs the perturbation and aggregation operations, but attempts to infer the training data
of participants by analyzing the received local updates. Similarly, each participant executes the training and encryption pro-
cesses honestly but tries to infer other participants’ sensitive data from the global model parameters, which will be intro-
duced detailedly in Section 3.3. Besides, for practical considerations, AS could collude with one or more participants to
infer other participants’ sensitive information. It is noteworthy that there are still many other types of attacks (e.g., poison
attack, evasion attack, etc.) in federated learning. Since our CORK focuses on protecting the sensitive data of participants dur-
ing the model training process, these attacks are currently out of the scope of this paper and will be considered in future
work. Under the above threat model, CORK needs to satisfy the following security requirements.

e Ensuring the privacy of data in local updates. Generally, the local updates are derived by performing an SGD algorithm on a
participant’s local data. Once the local update of any participant is made public, its sensitive information will be leaked,
which may cause serious privacy problems. Therefore, during the training process, the local updates of participants
should be protected.

e Ensuring the privacy of data in global model parameters. If only the local updates are protected, through analyzing the global
model parameters, an honest-but-curious participant is still able to infer other participants’ sensitive information in every
training round. Therefore, we should also guarantee the privacy of global model parameters.

2.3. Design Goal

Under the system model and security requirements mentioned above, in order to achieve the goal of privacy-preserving
and lossless federated learning for DNN, the following three objectives should be satisfied.

e Ensure privacy-preservation during federated learning. Privacy is often a significant concern in federated learning. Once the
sensitive data are disclosed, it may lead to serious consequences. Therefore, CORK should protect participants’ sensitive
data in both local updates and global model parameters against inference attacks.

e Achieve lossless and drop-tolerant federated learning for DNN. In federated learning, training data are distributively stored in
multiple institutions, which may not be independent and identically distributed. Therefore, in order to obtain a high-quality
DNN model, the correctness of local training and model aggregation should be first guaranteed. Then, we should ensure that
the neuron pruning and shuffling operations of PTSP will not affect the accuracy of models. Moreover, due to the connectivity
or power constraints of participants in federated learning, CORK should be tolerant of participants dropping out.
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Fig. 2. System model under consideration.

e Low computation and communication overhead. Although the computational capabilities of computers and workstations
are increasing rapidly, it is still difficult for participants to handle large-scale DNN model training. Meanwhile, since fed-
erated learning requires multi-round and long-term interaction, communication overhead and stability are still the bot-
tlenecks that affect the training efficiency. Considering the above factors, the proposed CORK should accomplish low
overhead in both computation and communication.

3. Preliminaries

In this section, we review some preliminaries related to our scheme.

3.1. Deep Neural Network and Neuron Pruning

The deep neural network [21,22] is a series of algorithms that aims to learn the characteristics of training data, which can

be used to achieve regression, clustering, classification, and prediction in many fields.
As shown in Fig. 3, a DNN model consists of an input layer, several hidden layers, and an output layer. The connection
between two neurons can be represented by a float number called weight, and the connection between two layers is a

weight matrix written as 6.
In our scheme, we focus on the supervised training setting, which means that a piece of training data contains a feature

vector x and a label y. For example, given the training data x = {x1,X2,X3,X4} as input ng, the final output n; = {01, 0,} is
obtained by repeatedly calculating the following formula (k = 1,2,3):

g = f(_10k + by),
where fis the activation function (e.g., Sigmoid, ReLU, etc.), b is the bias unit, and n, is the output of the kth layer’s neurons.
After getting the final output, the loss function £ is calculated as

1 2
L(x,y,0) = 52(0:' -y
i1

In order to find suitable weights that minimize the loss function £, the mini-batch SGD (MB-SGD) algorithm is used, which
updates the weights iteratively. At each iteration, the weights are updated as follows:

0—0-— a-%ZwC(X,y, 0),

xeB
where B is a batch of training data chosen randomly, « is the learning rate, and v,£(x,y, 0) is the derivatives of the loss func-
tion to the weights. Finally, the above iterations terminate until the loss function £ converges or until the maximum iteration

is reached.

In many practical applications, a DNN model usually contains millions of weights. To reduce the network complexity and
solve the over-fitting problem, neuron pruning [23] is proposed. The main method of neuron pruning is to prune redundant,
non-informative weights in a DNN model. Especially, Srinivas and Babu [24] propose a method to prune neurons without
knowing the distribution of data, which can ensure that the network’s overall structure keeps the same. We apply their

method as a building block of PTSP to perturb the global model parameters.
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Fig. 3. A DNN model composed of an input layer, two hidden layers and an output layer.

3.2. Federated Averaging

Federated learning [4] is a distributed framework where multiple participants (e.g., different institutions) jointly train a
high-quality machine learning model while keeping their data localized. In this framework, the global model parameters are
maintained by the aggregation server. At each training round, every active participant independently computes a local
update based on its training data, then sends it to the aggregation server for updating the global model parameters.

In our scheme, we adopt an advanced federated learning algorithm, namely Federated Averaging [25], which is a practical
federated learning algorithm proposed for DNN, as shown in Algorithm 1. Specifically, by combining model averaging and
SGD algorithms, federated averaging is suitable for training data that is not independently and identically distributed,
and it can greatly reduce the communication rounds.

Algorithm 1: Federated Averaging

Parameters: number of clients K, batch size B, local training epoch E, learning rate «, client fraction C.

1: procedure SERVER

2: initialize wy.

3: foreachroundt=1,2,...do
4 m «— max(C-K,1).

5: S; — random set of m clients.
6 for each client k € S; do

7

8

wk |« CLIENT(k, w;).
end for
9: Wil — 2115:1 %W’;H-
10: end for

11: end procedure

12: procedure CLIENT(k, w)

13: B« split D, into batches of size B.
14: for each local epoch i from 1 to E do
15: for batch b € B do

16: W — w — avL(w;b).
17: end for
18: end for

19: return w to server.
20: end procedure

3.3. Inference Attacks in Federated Learning

Although there is noraw data sharing in federated learning, which makes progress to protect participants’ local training data,
the inference attacks could still exploit sensitive information of participants on local updates and global model parameters.

Since local updates are the inner products or convolutions of the errors and the data features, they could be used to infer
massive sensitive information of local data, such as class representatives, membership, and properties, even to recover the
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original training data. For example, the non-zero local updates of the embedding layer in natural language processing model
could reveal which words appear in the training data [10]. Besides, a method called Deep Leakage of Gradient (DLG) could
obtain both the features and labels of training data by observing the local updates in just a few iterations [8,9].

Besides, since DNN appears to learn many internal features of training data that are not apparently related to the main
tasks, global model parameters could also leak extra information about the unintended features of participants’ training data.
For example, when training a binary gender classifier, an honest-but-curious participant can save the snapshot of the global
model parameters, then infer when a specific person first appears in the photos by exploiting the difference between the
consecutive snapshots [10].

3.4. FPaillier Cryptosystem

Paillier cryptosystem [26] is a novel probabilistic encryption based on the composite residuosity problem. In our scheme,
we take advantage of Paillier cryptosystem’s additive homomorphic property to construct our FTSA algorithm. Here, we
briefly review the Paillier cryptosystem:

o Key Generation: Select two large primes |p| = |q| = k, compute N=p-q and 2 = Icm(p — 1,q — 1). Then, select a random
integer g € Z,, satisfying gcd(L(g* mod N?),N) =1, where L(u) = (u—1)/Nforu e Zy,. Finally, the public key is (N, g) and
the corresponding secret key is A.

o Encryption: Given a message m, random number r e Z;, is chosen and the ciphertext can be computed as

¢ = Epy(m) = g™ mod N°.

« Decryption: Given a ciphertext ¢ < N?, the plaintext m can be retrieved as m = Dy (c) = fé;’n:izj’,ﬁi mod N?.

e Homomorphic Property: Given two ciphertexts Ep(m;) and Ep(my), we have  Ey(my)Ep(my) =
g™+ (r13)" mod N? = Ey(my + my).

4. Proposed Scheme

In this section, we present a detailed description of our CORK scheme, which mainly consists of four phases: (1) System
initialization; (2) Model perturbation and distribution; (3) Local training and encryption; (4) Secure aggregation and model
recovery. The overview of CORK is shown in Fig. 4. At first, TA generates and distributes public parameters and keys. Then, n
participants train the model iteratively with the assistance of AS. At each training round, AS perturbs and distributes the glo-
bal model parameters to participants. Then every participant independently calculates the local update on its local training
data and sends the encrypted local update to AS. After that, the local updates of multiple participants are aggregated as the
aggregation update, which is recovered by AS to obtain the new global model parameters. Finally, the above iterations ter-
minate until the global model converges or until the maximum round is reached.

For describing more clearly, we first introduce the main idea of CORK. Then, the drop-tolerant secure aggregation algo-
rithm FTSA and the lossless model perturbation mechanism PTSP are proposed, which are two building blocks of CORK.
Finally, we describe the four phases of CORK detailedly, followed by the correctness analysis. In Table 1, we list the common
notations used in CORK.

(D FTSA.Gen @ PTSP.P @ PISP.R @ FTSA Dec @FTSA Agg
Searet Key Lty GIP ebrtil;\t;[ei | Global Model Aggregation AEncrypttc_td [o] || [o]
SK oval VOGS g | Parameters € Update | feeresaion
Parameters W ° Update o [o]
Wp g 3 [[(Dg]] ©On,
. —>
Public
AS
Parameters
PP
T
@MB-SGD (@ FTSA.Enc @MB-SGD (@ FTSA.Enc @MB-SGD (@ FTSA.Enc
Secret Key W, > o > ol W, > o > [l . W, P o > ol
S Local Data D, P, Local Data D, P, Local Data D, P,
TA

Fig. 4. Overview of CORK.
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4.1. Main Idea of CORK

In traditional federated learning schemes, the sensitive data could be inferred not only from local updates but also from
global model parameters, as mentioned in Section 3.3.

In CORK, by modifying the Paillier cryptosystem, we propose the drop-tolerant secure aggregation algorithm FTSA. It
achieves that AS cannot see the local update of a single participant but can still obtain the exact aggregation of multiple local
updates at each training round. Therefore, the sensitive data in the local updates are protected well against the honest-but-
curious AS.

In addition, to ensure the privacy of sensitive data in global model parameters, we design the lossless model perturbation
mechanism PTSP, which can change the orders and values of global model parameters greatly. With PTSP, it is impossible for
a participant to match the neuron positions of consecutive global models, and further obtain the aggregation of other par-
ticipants’ local updates. Therefore, CORK protects the sensitive data in the global model parameters, and a participant cannot
infer the sensitive data used in a certain training round.

4.2. Drop-tolerant Secure Aggregation Algorithm FTSA

In this section, we propose the FTSA algorithm detailedly, which is based on Paillier cryptosystem. And it consists of four
functions, namely Gen(-), Enc(-),Agg(-), and Dec(-).

e FTSA.Gen(x,t, Ap) — (PP, SK, {SI([)(.}I-EAP): At first, given a secure parameter k, TA generates parameters of the Paillier cryp-
tosystem, which consist of the secret key 4 and the public key (g,N). Next, TA chooses a big prime p’ and compute
h =g’ modN?. Finally, given a participant list A, and a threshold ¢, TA announces the public parameters
PP =< k,t,S,g,h,N >, where S is the size of list A4,.

For AS, TA sends the secret key SK =< 2,p’ >. For participants, TA first chooses t — 1 random integers a;,a,, ...,0; 1 € Zp,
and constructs a polynomial

fX)=a-x+a-¥*+...+ a1 X" modp. )

Then, with a random number s € Zy, for each P; € A, TA sends its secret key SKp, = 59 mod N2.
e FTSA.Enc(PP, SKp,, w;) — [w;]: Given a message w; belonging to Zy, the ciphertext [w;]] can be computed as:

s [T A

[o] = g” - h'-SK, A mod N?, (2)

where r; is a random integer that satisfies r; € Zy and |r;| < § and 4y is the list of participants who are still active to join in
the following aggregation process. Moreover, (S — 1)! is a pre-calculated constant value to ensure that the exponent of
SKp, is an integer.
e FTSA.Agg(PP, {[[a),-}]},-mf) — [wg]: After receiving {[[wi}]},-eAf, AS can aggregate the ciphertexts as:
[wg] = [ [:] mod N*. 3)
ieAs
o FTSA.Dec(PP,SK, [w,]) — wg: Given the aggregation update [wg], AS can decrypt it through computing:
L([wg]" mod N
W= W= Mz) mod N modp'.
= L(g’ mod N?)

4.3. Model Perturbation Mechanism PTSP

In this section, we propose the PTSP mechanism, which consists of the perturbation function P(-) and recovery function
R(:).

4.3.1. Perturbation Function

As shown in Algorithm 2, function P(-) can perturb the model parameters through two steps, namely, neuron pruning and
neuron shuffling. The input N, and N; represent the numbers of neuron pruning and shuffling, which decide the degree of
model perturbation.

o Neuron pruning: For the Ith layer, the neuron pruning operation computes the distances between all neuron pairs to form
a distance matrix &, then prune Nf,’) neurons iteratively. For each pruning, it first finds the minimum value in ¢, repre-
sented as min(¢). Then, the corresponding index of min(¢) is written as (m, n), which shows that the mth and nth neurons
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are the most similar in the Ith layer. After that, it removes the nth neuron and merges it to the mth neuron via deleting the
nth column in W), updating the mth row in W;,; as W{";) = W™ + W™, and deleting the nth row in W,,,. Finally, the
matrix ¢ is updated for the next pruning by removing the mth column and row and recalculating the nth column.

e Neuron shuffling: After finishing ij’) prunings, the neurons in the Ith layer is further perturbed by neuron shuffling oper-
ation, which shuffles the neurons for Nﬁ’) times. Specifically, every shuffling exchanges the pth and gth neurons randomly
by performing W{* — W{¥ and W} — W%, then adds the random pair (p,q) to record R\" for recovery. Finally, func-
tion P(-) returns the perturbed model W, and shuffling records R;.

In order to describe our perturbation function P(-) more clearly, the changes in the DNN model and weight matrix can be
observed respectively in Fig. 5, where the solid line, dotted line, and red shapes mean remaining, removed, and merged neu-
rons and weights respectively, which shows the orders and values of model parameters are changed greatly by function P(-).

4.3.2. Recovery Function
Similarly, given perturbed W), function R(-) can recover it to the complete model W,. For the Ith layer, R(-) firstly recov-

ers the orders of neurons based on record Rg”. Then, according to the numbers of pruned neurons N®, function R(-) fills W,

and W ; with random vectors, where columns(W,) denotes the total number of columns in matrix W,. Finally, the recovered
model parameter W, is returned.

Algorithm2: Model Perturbation Mechanism PTSP

Parameters: model parameter Wy, W), = {Wo, Ws,..., Wy}, pruning number N, = {N{",..., NV}, shuffling number
Ny = {NV,... N1, shuffling record R, = {RV, ... R},

1: function P( W, Ny, Ns)

2: forl=1,2,...,hdo

3 Compute the distance matrix ¢ in the Ith layer.

4 forp=1,2,... ,Nf,” do >neuron pruning
5: (m,n) « index(min(¢&)).

6 Delete W',

W ew W,

8: Delete W}").

9: Update ¢&.

10: end for

11: fors=1,2,...,N do sneuron shuffling
12: Generate a random pair (i,j), and add to R?.

13: Wi o wi? wit - wi.

14: end for

15: end for

16: W, — W,.

17: return Wy, R,

18: end function

19: function R(Wp,Rs,N;)
20: forl=1,2,...,hdo
21: for (p,q) < R\ do

20 WP oW, W) o Wi

23: end for

24: forf=1.2,... N do

25: Choose a random integer n < columns(W).
26: Insert random vectors into W§"") and W;Z'l').
27: end for

28: end for

29: Wy — W,

30: return W,
31: end function
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Table 1
Notations of CORK.
Notations Definition
Ap The list of active participants.
K Security parameter.
t Threshold.
PP Public parameters.
SK, SKp, Secret keys of AS and P;.
We Global model parameters.
Ap The list of participants who have completed training.
on The local update of P;.
[on Aggregation update.
[wi] The encrypted local update of P;.
[wg] Encrypted aggregation update.
Np, N Pruning number and shuffling number.
Rs Shuffling record.
Wfi' ), Wf'J) The ith row and jth column of W,.
W, Perturbed global model parameters.
D; The local training data of P;.
Vi The encryption parameter of P;.
Ny, N; Total number of data, number of P;’s local data.
o,BE Learning rate, batch size and local training epoch.
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Fig. 5. Model perturbation function of PTSP.
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4.4. Description of CORK

In this section, we describe the four phases of CORK. In order to describe more clearly, we show the protocol process in
Algorithm 3.

4.4.1. System Initialization
In this phase, TA first generates and distributes public parameters and keys to AS and corresponding P;. Then, AS initial-
izes the parameters in model training.

o Step 1. System Parameter Initialization
At first, TA generates the participant list .4, = {P1,P>,---,P,}, and the number of P;’ local data is denoted as N;.
Then, TA selects secure parameter x and threshold t(t < n), where t is the minimum number of participants to complete
model training.
Finally, TA executes function FTSA.Gen(k, t, Ap) to compute public parameters PP and generates secret keys SK and SKp, for
AS and P; respectively, wherei=1,2,---,n.

o Step 2. Training Parameter Initialization
AS first generates global model parameters W, randomly. Then, AS selects the pruning number N, and shuffling number
N; as the parameters of PTSP. Finally, AS sets the hyperparameters of model training, such as learning rate «, batch size B,
and local training epoch E.

After the system initialization, TA transfers to offline and will not join the model training process. Then n participants and AS
perform the following training process iteratively.

4.4.2. Model Perturbtion and Distribution
At each training round, AS first executes the above model perturbation function P(W, N,, N;) to obtain the perturbed glo-
bal model parameters W,. Then AS sends W), to each P; € A, and waits for their training completed.

4.4.3. Local Training and Encryption
In this phase, every P; first performs local training. After that, AS sends the encryption parameters to participants who
have completed training. Finally, every P; € A; sends the encrypted local updates to AS.

e Step 1. Local Data Training
After receiving the perturbed global model parameters W), participant P; € 4, uses its training data D; to train W, locally.
Through E-epoch MB-SGD training, P; obtains the local update w;.

o Step 2. Encryption Parameter Distribution
When Step 1 is completed, P; sends the training completion signal to AS. Once AS receives more than t signals from par-
ticipants who have completed local data training, it adds them to a new list 4. Then, AS announces the total number of
data Ng = 3, Ni and sends the encryption parameter y; = Hpngf#ij]fi for each P; € 4y,
In particular, even if some participants fail to complete the local training or send a training completion signal due to
equipment failure or connection interruption, as long as the number of remaining participants exceeds t, the rest of
the training process can still proceed successfully.

o Step 3. Local Update Encryption
After receiving y;, P; performs FISA.Enc (PP, SKp,, w;) function to calculate encrypted local update [w;] and sends it to AS.

4.4.4. Secure Aggregation and Model Recovery
In this phase, AS aggregates the encrypted local updates of multiple participants as the aggregation update, which is fur-
ther recovered to W, for the next training round.

o Step 1. Secure Aggregation
After receiving all encrypted local updates from P; € Ay, AS executes function FTSA.Agg(PP, [w;]},. Af) to aggregate the
encrypted local updates as [@;], then computes FTSA.Dec(PP, SK, [w,]) to get aggregation update ;.

o Step 2. Model Recovery
Finally, AS executes function R(wg, Rs, N,) to recover new global model parameters W, and updates the list of active par-
ticipants 4, for the next training round.
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Algorithm 3: Protocol Process of CORK

Input: local training data {D;}pc 4, -
Output: convergence model Wy.

1: Form A, = {P1,P;,...,Pn}.
2: Select x and t(t < n).

3: (PP, SK, {SI(pi}ieAp) — FTSA.Gen(k, t, Ap)
4: Announce PP.

5: Send SK to AS.

6: Send SKp, to P; € Ap.

7: Initialize W, randomly.

8: Select Ng,Np, o, B, and E.

9: while W, doesn’t converge do
10:  Wp,Rs — P(Wg, Np, N).

11:  Send W, to P; € A,.

12 A ={}.

P; € Ap:

13:  Receive W, from AS.

14: Train w; — ,’\,"—;-MB—SGD(E, o, B, Wp, D;).
15: Send training completion signal to AS.

AS:

16: Receive signal and add P; to Ay.
17:  Assert [Af| > t.

18: for P; € A; do

19: Calculate y; = [Tpc q, jwi 15
20: Send v; to P;.

P; Af:

21: Receive y; from AS.

22: Calculate [w;] = FTSA.Enc(PP,SKp,, w;).

23: Send [w;] to AS.

AS:
24: Receive [w;] from P;.
25: end for

26: Calculate [wq] = FTSA.Agg (PP, {[il}pca)-

27. Decrypt wg = FTSA.Dec(PP,SK, [wg]).
28: Wy — R(wg,Rs,Np).

29: Ap — Ap.

30: end while

4.5. Correctness Analysis of CORK

In order to verify the correctness of CORK, we prove the following three theorems.

Theorem 1. At each training round, AS can obtain the correct aggregation update wg = >"p . 4, D

Proof. According to Eq. (2), local update w; is encrypted as

[ =g -h" - SKy """ mod N*.

Then, AS aggregates all encrypted local updates {[@i]}p,c 4 a3

[wg] = TI [i] modN?

iEAF

3 o a D (S-1¥y

— gP,veA,r Ch s PieAs mod NZ7
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where r = ZpiéAfri, Vi = Hpjeﬂj,j#ijffi, and f(-) is the polynomial generated by TA, as shown in Eq. (1).
Then, based on Shamir secret sharing and Lagrange interpolation formula, if the number of participants in A is more than
threshold ¢,

Z w;
[[a)g] = gPlEAf .h" . §¢(5-1)4(0 modp)
S o

— oli€4 T ckN
_g ! h -5,

where k € 7,,.
Finally, AS decrypts [wg] as

_ L([wg]* modN?

) /
s = I& moand mod N mod p
=(X wi+rp) modp )
Pie Ay
= Z ;.
PieAs

Theorem 2. Even though some participants drop out during training, as long as the number of remaining participants is
greater than ¢, the overall model training can proceed normally.

Proof. (Sketch) At the beginning of each training round, AS sends the global model parameters to all active participants.
Once AS could receive more than ¢ participants’ local updates, according to Eq. (4) and Eq. (5), the aggregation update can
be computed and decrypted correctly. And when entering the next training round, the remaining participants reorganize
the list A4,. Similarly, more than t local updates received can be aggregated correctly. And the rest may be deduced by anal-
ogy. Therefore, as long as the number of remaining participants is greater than ¢, the overall model training can proceed
normally.

Theorem 3. The accuracy of the generated global model is not affected by the PTSP mechanism.

Proof. (Sketch) Function P(-) in PTSP consists of two steps, neuron pruning, and neuron shuffling. At each training round, the
neuron pruning operation removes and merges some neurons of the global model. Every pruning finds the two most similar
neurons and merges them into one neuron. Since similar neurons are redundant and non-informative in the DNN model,
neuron pruning doesn’t affect the accuracy of the models. Besides, the neuron shuffling operation randomly shuffles the
orders of neurons of the global model. According to the structure of the DNN model shown in Section 3.1, the training pro-
cess is independent of the orders of neurons. So neuron shuffling doesn’t affect the accuracy of the models either. In sum-
mary, function P(-) in PTSP doesn’t destroy the overall structure of the neural network and doesn’t reduce the accuracy of the
model at each training round.

5. Security Analysis

In this section, we analyze the security of CORK. Specifically, corresponding to the threat model and security require-
ments discussed in Section 2, we mainly focus on protecting the sensitive data in global model parameters and local updates
from inference attacks.

5.1. Against the inference attack of AS

At each training round, AS can receive the local updates from participants and obtain the unperturbed global model
parameters. On the one hand, from global model parameters, AS cannot analyze any sensitive information since AS doesn’t
have any auxiliary training data, which is proved in [10]. On the other hand, the local updates available to AS are encrypted in
CORK. Therefore, in order to prove that CORK can resist the inference attack of AS, we just need to prove that AS cannot
decrypt a single encrypted local update.
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Theorem 4. During each training round, AS cannot decrypt [w;] to obtain the local update w;.

Proof. (Sketch) In FTSA algorithm, we first split the public parameter N into multiple f(i)s for P; in A, by using the Shamir
secret sharing. Then, the secret key of P; is calculated as

SKp, = s mod N?.
Finally, the local update of P; is encrypted with SKp, as
[wi] =g -h" - SKy """ mod N*.

According to the Paillier cryptosystem, only when the third term in the above equation is recovered to the form like 7", [;]
can be decrypted with SK, where 7 is an arbitrary integer. As a result, the secret key SK of Paillier cryptosystem cannot
decrypt ciphertexts encrypted with SKp,.

However, according to the Shamir secret sharing, when the local updates of more than t — 1 participants are aggregated,
the encrypted aggregation update is calculated as

Z ;i
[wg] =" - h"-sN modN*.

It can obviously be seen that the parameter N is recovered in the third term. According to Paillier cryptosystem, AS can
decrypt it with SK to get the plaintext model parameters w,. Therefore, with our FTSA, SK can only be used to decrypt
the aggregation update, where local updates of more than t — 1 participants are aggregated, but not a single encrypted local
update.

5.2. Against the inference attack of a participant

During each training round, if a participant could get the unperturbed global model parameters, it can get the aggregated
local updates of others by calculating the difference between consecutive global model parameters, then it could infer other
participants’ sensitive information.

But in CORK, the global model parameters sent by AS are perturbed by our PTSP. As shown in Algorithm2, model pertur-
bation function P(-) first prunes and merges some neurons of the global model, then shuffles the orders of neurons.

Detailedly, as shown in Fig. 5, the dotted line rectangles represent the removed weight parameters, which is impossible to
be recovered after neuron pruning operation. And the red rectangles represent the merged weight parameters, whose values
are the sum of two or more weights. As a result, it is also impossible to be recovered and it cannot be used to match the
neuron positions of consecutive models. Besides, although there are very few remaining weights represented by the solid
line rectangles, their values in consecutive models are also be changed by the training algorithm. Moreover, after the neuron
shuffling operation, the positions of neurons are exchanged randomly. In short, the orders and values of global model param-
eters are changed significantly, which cannot be recovered by the participants.

Therefore, an honest-but-curious participant cannot match the positions of the same neurons in consecutive global mod-
els. As a result, it cannot get the aggregation of others’ local updates, and our scheme can protect the sensitive data against
the inference attack of an honest-but-curious participant mentioned in Section 3.3.

5.3. Against the inference attack of collusive AS and participants

If AS and some honest-but-curious participants collude to infer other honest participants’ sensitive data, they can control
AS’s secret key SK and some honest-but-curious participants’ secret key {SKp, o where A is the list of collusive partic-

ipants. To ensure that CORK can resist the collusive inference attack, we need to prove that they cannot decrypt a single local
update of any participant as long as |A.| < t.

Theorem 5. The encrypted local update [w;] cannot be decrypted with SK and {SK P }pca when |A| < t.

Proof. (Sketch) The local update of a participant is encrypted as
] = g¥ - K’ ‘51((5_7”!""" mod N2.
[wi]=¢g P,

Based on Paillier cryptosystem, only when the exponent of the third term is recovered to public parameter N, [w;] can be
decrypted with SK.
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However, according to the Shamir secret sharing, only when the number of SKp, is equal to or more than t, we can recover
the exponent of the third term to N and decrypt [w;].

Therefore, if | A¢| < t, the number of SKp, is less than t, and the encrypted local update [w;] cannot be decrypted.

6. Performance Evaluation

In this section, we evaluate and analyze the performance of our CORK in terms of accuracy, computation cost, and com-
munication overhead, and make a comparison with a multiparty deep learning scheme called «cMDL [12]. Based on asyn-
chronous optimization, homomorphic encryption, and threshold secret sharing, ««MDL can ensure that participants learn
the global model only if a sufficient number of local updates are aggregated. Specifically, the EIGamal encryption is used
in «MDL to achieve the aggregation of encrypted local updates. Moreover, based on the Shamir secret sharing, the aggrega-
tion process can also tolerate participant dropping out, but the aggregation server can obtain the global model parameters
only when it has been decrypted by all active participants.

6.1. Evaluation Environment

In order to measure the performance of CORK, we perform our experiments in Python 3.7 on a workstation running Win-
dows 10 system with Intel Core i5-9400H 2.50 GHz CPU and 24.0 GB RAM, and we use multiple processes to simulate dif-
ferent parts in CORK. Besides, to make the comparison between our CORK and «xMDL more intuitive and convincing, we also
implement ocMDL in the same experimental environment. Meanwhile, the handwritten digits recognition (MNIST) [27] and
image recognition (CIFAR-10) [28] datasets are used as the benchmark datasets to evaluate the model accuracy, and the syn-
thetic datasets with different sizes are generated to test the factors affecting the computation cost and communication over-
head. The details of the two real datasets are described as follows.

e The MNIST dataset consists of 60000 training and 10000 testing data of the handwritten digit images from 0 to 9. The
digits are size-normalized and centered in a fixed-size 28 x 28 image, and the output size is 1 x 10. We divide 60000
training data evenly to 100 participants, and each participant obtains 600 training data. Each participant performs 5-
epoch MB-SGD at each training round, and the learning rate and batch size are set to 0.01 and 32 respectively.

e The CIFAR-10 dataset contains 60000 color images in 10 classes (e.g., bird, frog, ship, etc.), with 6000 images per class. The
dataset is divided into five training batches and one test batch, each with 10000 data. Moreover, the input and output size
of each data is 32 x 32 x 3 and 1 x 10 respectively. We divide 50000 training data evenly into 100 participants, and each
participant obtains 500 training data. Each participant performs 3-epoch MB-SGD at each training round, and the learning
rate and batch size are set to 0.1 and 32 respectively.

The goal of our task with MNIST and CIFAR-10 datasets is to train DNN models that can recognize 10 different handwritten
digits and image classifications. The model architecture in both MNIST and CIFAR-10 tasks is a fully-connected DNN with
two hidden layers containing 256 neurons, and the rectified linear unit (ReLU) is used as the activation function.

6.2. Accuracy

To evaluate the model accuracy of CORK, we perform model training when the number of participants n is 20, 50, and 80.
And for the training of a fixed participant number, we compare the convergence curves when the pruning number N, is set to
0,50, 80, and 100 (for simplicity, we prune the same number of neurons in every layer, and a pruning number of 0 means
that the model is not be pruned, which is equivalent to the model training with federated averaging). Since the shuffling
number N; will not have any impact on model training, we set it to a fixed value of 1000. Besides, the model accuracy is
measured by the probability of correct prediction on the testing dataset.

The experiment results are shown in Fig. 6. The figures (a) to (c) are the model convergence curves for different numbers
of participants with the MNIST dataset, and the figures (d) to (f) are the corresponding curves with the CIFAR-10 dataset. By
comparing the convergence of the models with the same datasets, we find that the accuracy of the convergence models will
raise with the increase of participant numbers. And the model convergence curves with different pruning numbers are
shown in a single subfigure. For example, in Fig. 6a, we observe that the model accuracy of N, = 50, 80 is higher than the
model accuracy without pruning, and it is slightly lower than the model accuracy without pruning when N, = 100, which
shows our CORK will hardly affect the model accuracy when compared with the federated averaging. Furthermore, we find
that the model converges faster when the pruning operation is added to the model training. In other words, the model in
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Fig. 6. Model accuracy of CORK.
Table 2
Accuracy of Convergence Models for Different Datasets, Participant Numbers, and Pruning Numbers
dataset participant number pruning number
0 50 80 100
MNIST 20 95.16% 95.31% 95.32% 95.13%
50 96.65% 96.69% 96.78% 96.46%
80 97.08% 97.25% 97.30% 96.97%
CIFAR-10 20 44.28% 44.42% 44.15% 43.78%
50 48.95% 49.06% 48.97% 45.75%
80 50.05% 50.60% 48.91% 47.36%

CORK converges faster than in federated averaging. In order to show the experimental results more clearly, the accuracy of
convergence models can be seen in Table 2.

6.3. Computation Cost

Next, we analyze and evaluate the computation cost of CORK for both AS and participants, and compare the evaluation
result to «cMDL.

6.3.1. Theoretical Analysis
In our analysis, we ignore some simple computations, because they have little effect on the computation cost. Besides,
since the MB-SGD algorithm is executed over plaintext, the computation cost of it is not considered. As a result, we only con-
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Table 3
Computation Cost Comparison in Theoretical Analysis.
CORK «MDL
AS Pe-Sp((n = 1)Tm2 + Tm1 + Te2) Sm(3(M = 1)Tm + Te1)
p; Pc - Sm(3Tea + 2Tm2) S (Tm1 +4%e1)
X102 X102

4.09 —w— CORK(«=1024)
| —— «MDL(x=1024)
—e— CORK ( k =2048)
o MDL ( k =2048)

—¥— CORK (k =1024)
44 —¥— o« MDL(k =1024)
—e— CORK ( k =2048)
o MDL ( k =2048)

—e—

'M 0.5

] . 0.0 - 3

10 20 30 40 50 X10 10 20 30 40 50 X10
model size model size

(a) Computaion cost of P;. (b) Computaion cost of AS.

Fig. 7. Computation cost comparison in experimental evaluation.

sider the time spent on two kinds of time-consuming computations: modular multiplication and modular exponentiation.
For simplicity, we set that modular multiplications in Zy and Z. cost T,,;; and T,,; respectively, and modular exponentiations
in Zy and Z,. cost T.; and 7., respectively. In addition, consistent with the above, we use n to represent the number of train-
ing participants. And S,, represents the size of model parameters, P. means model compression rate caused by our PTSP.

At each training round of CORK, participants encrypt their local updates through FTSA algorithm. And for each participant,
the time cost is P. - Sy - (3Te2 + 2Tm2). Then, AS aggregates these encrypted local updates, which costs Pc - Sy, - (n — 1) - Trna.-
Besides, the decryption operation costs Pc - Sy, - (Tn1 + Te2). So the total cost of ASis P - Sy - (M= 1) - T2 + Tt + Te2)-

For «MDL, every participant encrypts its local update through a two-step calculation at each training round. In the first
step, the time cost is S, - (Tm1 + 37e1). And in the second step, Sy, - T.; is cost. So the total cost of each participant is
Sm - (Tm1 +47e1). And for AS, it also takes two steps to aggregate the local updates. In the first step, the time cost is
Sm-((n—1)-Tm1 + Te1). And in the second step, Sy, - 2(n — 1) - Ty is cost. So AS’s total time costis Sy - (3- (1 — 1) - Ti1 + Ter)-

We compare the theoretical computation cost between our CORK and o««MDL in Table 3. From the table, we can see that
for both AS and P;, the computation cost of CORK for a single parameter is lower than «MDL. Besides, since CORK prunes the
global model by neuron pruning operation at each training round, the size of the model parameters is smaller than «cMDL. In
CORK, the pruning S, rate is usually lower than 70%, so the computation cost is much less than «xMDL. In general, CORK is
more efficient than «MDL in computation cost.

6.3.2. Experimental Evaluation

We also evaluate the actual computation cost of CORK and o««MDL, and plot the experimental results in Fig. 7. Specifically,
we evaluate the conditions when security parameter k = 1024 and 2048 respectively, the number of participants n = 80, and
the size of global model parameters S,, varying from 10000 to 50000. Besides, in CORK, we set a conservative compression
rate P. = 0.7.

By observing the experimental results, we find that the computation cost of both CORK and ««MDL linearly increases with
the model size. But CORK is more efficient than «MDL, and it means that our scheme is more practical in application.

6.4. Communication Overhead
We analyze and evaluate the communication overhead of CORK in this section, and make a comparison with «cMDL.

6.4.1. Theoretical Analysis

In the analysis of communication overhead, same as above, S,, represents the size of model parameters, P. means model
compression rate caused by pruning operation in PTSP, x is the security parameter, and n is the number of participants.
Besides, we set that a single plaintext model parameter costs { bits.
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Table 4
Communication Overhead Comparison in Theoretical Analysis.
CORK «MDL
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Fig. 8. Communication overhead comparison in experimental evaluation.

At each training round of CORK, AS sends the perturbed global model parameters to each participant, which needs
Sm - Pc - n - { bits. And each participant returns its encrypted local update, which costs S, - P - 2k bits. Besides, the encryption
parameters sent by AS costs additional n - { bits. Therefore, the communication overhead of AS and a single participant is
n-{(Sm-Pc+ 1) bits and S,, - P. - 2k bits respectively.

At each training round of «cMDL, AS firstly sends the global model parameters to each participant, which costs S, -1 - {
bits. Then the return encrypted local update from each participant costs S,, - 2k bits. Besides, to decrypt the aggregation
update, «xMDL needs to communicate additional S,; - n - 2k bits. So the communication of AS and a single participant costs
Sm - n({ + 2k) bits and S,, - 2k bits respectively.

We compare the theoretical communication overhead between our CORK and «MDL in Table 4. From the table, for both
AS and P;, we see that our communication overhead is less than «cMDL even without the neuron pruning operation. And after
pruning, our communication overhead is reduced by at least 30% on the original overhead. Therefore, CORK is more efficient
than «cMDL in communication overhead.

6.4.2. Experimental Evaluation

We also estimate the actual communication overhead of CORK and ««MDL, and plot the experimental results in Fig. 8.
Specifically, we set security parameters k¥ = 1024 and 2048 respectively, the number of participants n = 80, the length of
a single plaintext model parameter { = 32 bits, and the size of global model parameters S;, varying from 10000 to 50000.
Besides, in CORK, we set a conservative compression rate P, = 0.7.

From the experimental result, we can find that the communication overhead linearly raises with the increase of the model
size in both our CORK and o«<MDL. But the slope of CORK is much smaller than that of xMDL, which means that CORK is more
suitable for the training of large models.

7. Related Work

In this section, we introduce some related works about privacy-preserving federated learning for DNN. And we classify
the existing schemes into two categories: based on SA [29,12,13,30-33,16] or DP [34,18,35,36,19,20].

7.1. Privacy-preserving Federated Learning via SA

The SA algorithm can achieve that the aggregation server obtains the aggregation of participants’ data without knowing
their individual data.
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Table 5
Function Comparison between CORK and Other Schemes.
[12] [13] [7] [32] [18] CORK

Protected global model X X %4 X v I
Protected local update I I I I e I
Drop-tolerant v I x I x P
Lossless %4 I X %4 X I
High efficiency x I I P P P

Chan et al. [29] proposed an algorithm to achieve privacy-preserving data aggregation with an untrusted aggregator,
which can efficiently resist user failure and support dynamic joins and leaves. Zhang et al. [12] proposed an SA algo-
rithm for model parameters based on additive homomorphic cryptosystem and threshold secret sharing technology,
which is still available when a few participants drop out. Corrigan et al. [31] presented an efficient SA algorithm based
on the secret-shared non-interactive proofs, which can achieve a least-squares regression on high-dimensional data. Xu
et al. [32] designed a secure and verifiable aggregation algorithm based on double-masking protocol and proof of integ-
rity. It can not only achieve SA but also allow participants to verify the integrity of the aggregation result. By utilizing
masking encryption, Zhang et al. [16] designed a SA protocol to compute the product of n numbers privately and effi-
ciently. Moreover, SA can also be achieved by using trusted execution environment (TEE), which is designed by Lie et al.
[30].

SA-based schemes don't affect the accuracy of models and can provide a high privacy guarantee; however, in these
schemes, the local training of participants still proceed on the plaintext global model parameters, and they cannot prevent
the inference attack of an honest-but-curious participant.

7.2. Privacy-preserving Federated Learning via DP

The DP mechanism can prevent any participant from trying to infer the sensitive data of others by exploiting the global
model parameters, which is achieved by adding random noises on local updates to hide any single participant’s
characteristics.

Abadi et al. [18] proposed a differential private SGD algorithm by adding additive noises to the local updates and develop
an advanced analysis method of privacy budget. Mohassel et al. [35] proposed a distributed privacy-preserving machine
learning framework based on the local DP mechanism. In the client-server asynchronous communication mode, high-
quality machine learning models can be trained while satisfying DP. Pihur et al. [36] proposed a privacy-preserving time ser-
ies data aggregation scheme according to distributed DP mechanism. The scheme realizes the secure aggregation of time ser-
ies data by disturbing the data of multiple participants in different time series. Bhowmick et al. [19] designed an optimal
local differential private mechanism for large-scale statistical learning by limiting the ability of adversaries. Li et al. [20] pro-
posed a personalized local differentially private mechanism in meta-learning, which can provide provable learning guaran-
tees in convex settings.

DP-based schemes can afford strong privacy guarantees, but it inevitably reduces the accuracy of the trained models due
to the added noises.

Different from the above schemes, our proposed CORK achieves privacy-preserving and lossless federated learning for
DNN. On the one hand, different from secure aggregation schemes, CORK can protect sensitive data well in both local updates
and global model parameters from inference attacks. On the other hand, compared with the DP-based schemes, CORK
doesn’t cause a loss of model accuracy. Detailedly, we compare the functions between our CORK and other existing schemes
in Table 5.

8. Conclusion

In this paper, we proposed CORK, a privacy-preserving and lossless federated learning scheme for DNN. Based on our pro-
posed drop-tolerant secure aggregation algorithm FTSA, on the one hand, CORK can ensure that local updates of participants
are confidential to AS, on the other hand, could keep the normal training process even though some participants drop out.
Besides, by applying our lossless model perturbation mechanism PTSP, under the premise of lossless model accuracy, a par-
ticipant cannot obtain the aggregation update of others from the perturbed global model parameters. Finally, detailed secu-
rity analysis shows that CORK can protect sensitive data well against the inference attacks of AS, participants, and their
collusion, and extensive experiments are performed to show the efficiency of CORK in both computation and communication
overhead.
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