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ITRM (iterative trust  reputation mechanism)

Background:

• In the environments of online communities, web services, ad-hoc 
networks, P2P computing and e-commerce communities, the 
recipient of the service has no choice but to rely on the reputation of 
the service provider based on the latter’s prior performance.

Goals:

• The scheme is robust in filtering out the peers who provide unreliable
ratings.

Adversary:

• Bad-mouthing: malicious raters collude and attack the service 
providers with the highest reputation by giving low ratings

• Ballot-stuffing: malicious raters collude to increase the reputation 
value of peers with low reputations



Bipartite Graph 

• In the mathematical field of graph theory, a bipartite 

graph (or bigraph) is a graph whose vertices can be 

divided into two disjoint sets U and V such that 

every edge connects a vertex in U to one in V.

http://en.wikipedia.org/wiki/Mathematics
http://en.wikipedia.org/wiki/Graph_theory
http://en.wikipedia.org/wiki/Graph_(mathematics)
http://en.wikipedia.org/wiki/Vertex_(graph_theory)
http://en.wikipedia.org/wiki/Disjoint_sets
http://en.wikipedia.org/wiki/Edge_(graph_theory)


Illustrative example of ITRM

Check vertices(rater-peer)

Bit vertices (service provider)

Every check-vertex has some opinion of what the value of each bit-

vertex should be.
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Then, we compute the inconsistency factor of each check-vertex i, using 

values of bit vertex, B is the set of bit-vertex which i has connect to

d( , ) is the distance metric used to measure the inconsistency

Check vertex i with highest inconsistency, place it in the blacklist if the 

inconsistency is greater than threshold  

The iteration stops if there is no vertex with inconsistency 

greater than 
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From the example ,we can see:

1. ITRM gives better estimation of 𝑇𝑅𝑗’s compared to the 

weighted averaging method (corresponded to the zero 

iteration )

2. Rater 3, although honest, is also blacklisted at the third 

iteration, it’s reasonable when a honest but faulty rater’s 

rating have a large deviation from the other honest 

raters.



Raters’ trustworthiness

• Beta distribution:

prior to first time-slot, for each rater-peer i, the 𝑅𝑖 value is 

set to 0.5 (𝛼𝑖 = 1 and 𝛽𝑖 = 1).

If rater-peer is blacklisted, 𝑅𝑖 is decreased by setting:

Otherwise, 𝑅𝑖 is increased by setting:
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How to choose the threshold 𝜏?

• 𝜏-eliminate-optimal scheme:

we declare a reputation scheme to be 𝜏-eliminate-
optimal if it can eliminate all the malicious raters whose 
inconsistency exceeds the threshold 𝜏.



How to choose the threshold 𝜏?



Parameters 



Simulation 

W=D/(D+H)=0.1 (10% malicious peers)
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Simulation(comparisons)



Discussion:

1. How to establish a distributed model?

2. What if the malicious raters turn good?

3. New comer attack?


