I MOTIVATION l

Y IDSs usually generate a tremendous number
of intrusion alerts

Y Alert correlation techniques aiming to provide
a succinct and high-level view of attacks gained
a lot of interest.

® Majority of them address the alert correlation
in the off-line setting

In this work, we focus on the online approach to

alert correlation. Specifically, we propose a fully au-
tomated approach for online alert correlatio.
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Overview of Offline Component

Attack scenario analysis
and prediction

Alert Type Pair Correlation Probability Selected Features
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An attack scenario is generated based
on the pairs of causally related alerts.
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| CONTRIBUTIONS |

The contributions of this work can be summarized as
follows:

Y A Bayesian correlation feature selection model
that allows to automatically retrieve causal relation-
ships and relevant features among alerts without
expert or domain knowledge.

Y An adaptive method for online attack scenario
construction that allows a user to extract attack pat-
terns in real time.

Y An implementation of the proposed approach that
allows a user to generate attack scenarios from a
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