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In (1) a large number of Nmap

Avisa 18 a security visualization system that addresses the atorementioned problems. It 1s built T reconnaissance  events have been riggered. targetin
. . . . . . . . . . . . » | t t t t . t
upon an emerging information visualization paradigm, namely radial visualization. The paradigm . ¢ N login attempts are Seeer;et‘jjfgreﬁngnth% same range of IP
1s aesthetically pleasing, allows for data to be encoded on both the outer and interior parts of the ’,\
/

N, addresses. Although these events are triggered at
ring and has a compact layout for an effortless user interaction [9].

\

|
| \ different ime stamps, Avisa’s time window facilitates
| \ visual correlation by displaying past and current
- \ events at the same time. The unusual number of
NS I attempts indicates that the intruder is attempting a
brute force method of attack. The same procedure
\ ] 1s seen 1n Figure (3) that after a brute force
A\ | / attempt, which is likely to have b ful
i\ I pt, y to have been unsuccessful,
\ /I\] L — the attacker has tried to gain
. administrator privileges
~ through exploit-ing several
~ FTP severs vulnerable to
buffer overflow. The
\ bftpd chown overflow
alert 1s generated on
HUSSS \ muluple servers
. indicating a possible

———— Intrusion. In Figure
(4), the

I compromised  FTP
Servers are recewing

/ TFTP GET passwd alerts
indicating a file transfer

7 containing  root  level

Avisa 1s composed of two main components. The radial panel and the
interior arcs. The radial panel itself 1s composed of two inner
and outer rings. Starting from the top left corner, a
color band inside the inner ring 1s used to display o
IDS alert types. The outer ring located exactly >
above this color band 1s used for categorizing C 4
alert types and facilitating  user '
interaction. One color 1s assigned to '
each alert type category and different

shades of the same color are used

for individual alert types mnside a
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category. We believe that this e ST
. . ' > e, Informati-
color coding eases visual < On.
correlation.  The  greater ' S\ \
portion of the radial panel 1s ' WA )

devoted to internal hosts
residing inside a network.
Hosts can be arranged 1n
subnets or asset groups or
even be manually '
arranged  based  on
specific machines that an
admin 1s Interested 1n
monitoring. The outer
ring surrounding the
individual hosts (subnet
panel) depicts these
arrangements. =

Avisa also SuUpports
filtering through direct W
interaction with the user. %
By simply clicking on any of ®
the hosts, subnets, alert types

or alert categories the entire ‘
portion of the host or alert “
panels are devoted to them. This ‘@
feature allows for filtering of hosts ®
and alerts in any combination. ¢
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\ S ort of animation. .
\ 3 Animation 1s essentially
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playback. |

a sequ-ence of images used .
NG to anvey the illusi%n of move- u | T B o paiod3 ~ The number ot alerts displayed for a
N 4 ment. It can facilitate perception of R . | ' particular }(ﬁst on the h.OS(ti pane}llls
\\/ change over time. In our case, animation is o | | : e | lconst}ia.me )%a élréle v}\lnn OW x%hose
a4 used not only to display transitions of one view to another, but to assist " I — . g wm - 5T — = —— = D8 _1s§pec; lca by dt € uscr. 1€
AN 4 ¢ in enlightening system transitions from one state to another. In Avisa i e e T Pl el T tlme.}mré OW.IS(inOfVP: evc;ry 1ﬁs_e1;_
¢ o we support two methods of playback. Real-time playback and delayed omm T Z gei—— "t owm = C I specriied period of me. in this ligure

et ONL left, L specifies the windows length
: | and t specifies the update period.




