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Botnets, defined as a network of infected machines, have become the predominant factor behind malicious attacks such as DDoS, spam,
and click fraud. Reflecting the relationship between network assets and their importance to an enterprise, understanding the most critical
threats, and selecting the most effective countermeasures can provide continuous visibility into the effectiveness of maintaining protection
of critical assets. By accurately measuring risk for enterprise networks, attack graphs allow administrators to identity components of their
networks that possess higher security risks. We combine the measurements of individual vulnerabilities obtained from attack graphs into a
probabilistic security metric that can be used to assess host risks, accelerate mitigation processes, and protect vital assets.
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