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 Different tools to create Android 
apps are available for Developers.

 .dex file contains traces of the tool 
used to produce it.

 Similar development environment 
produce .dex files with same 
structural layout.

 Individual developers or groups will 
use same tools consistently.

 WhatsApp dataset.

Motivation StructSignature: The tool

1. Analysis of .dex file 2. Structural Elements

>ZDPICMSdA<
>DMAIPSdCZ<
>DMAPISdCZ<
>DMAPIRCdZ<
>DMAPISCZ<
>DMAIPSCZ<
>DMAIPRCdZ<
>SDPIAdMCZ<
>SDPIAMCZ<

3. Signatures

WhatsApp dataset

 469 official releases where collected 
between 2012 and 2015.

 Two unique signatures consistent in 
time.

 Hypothesis:
● New version of tools

Dataset

Results

GooglePlay official market

Distribution of signatures over time. All apps

 10 signatures cover 90% of samples
 20 signatures cover 97.4% of samples
 There are unique signatures on the 

dataset

Request 
StructSignature 
tool.

Conclusions
 New feature based on .dex file layout.
 Not enough for malware detection but it 

can help to identify development tools 
and configurations.

 Can be used in a novelty detection 
system, unknown signatures are 
novelties or anomalies.

 As a feature in other classification or 
attribution systems.
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