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uﬁu THE OVERVIEW THE SOLUTION

“Android financial malware exists because information has value now” - Anonymous “For every one second, there is a new malware” - Ralf Benzmdller

Product payment v Define a comprehensive taxonomy (unified terminology)
v Run analysis on real environment (ADA on smartphone, user profile)
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Banking Malware

v Current solution focused more on malware binary detection
v Most of the available datasets are crafted for static analysis
v More sophisticated techniques to thwart malware detection
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Fig 8. Feature ranks via Random Forest Importance Fig 9. Sub-category: Out-of-bag error of Random Forest
Dataset: Set-1 Set-2 Set-3
———— P Traffic collection ROC: 87-5 83-5 82-4
F1-Score: 55.5 46.6 45.6

(g FP Rate: 0.065 0.066 0.074
Fig 5. The flow of analysis Fig 10. Sub-category results (10 classes)
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